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Dr. Kari Kostiainen
Director of the center

Prof. Srdjan Capkun
Chair of the center

The information security landscape is in the middle of a
disruption. One reason behind this is the rapid emergence of
powerful new technologies. To name just one popular example,
generative Al tools have recently become significantly better at
producing content. One obvious threat related to such systems
is the easy production of misinformation. Another commonly
acknowledged problem is that such models provide no gua-
rantees that the produced content is correct and not harmful.
However, there are also other, more subtle risks. For example,
sophisticated adversaries can influence models and their out-
put by manipulating the training process. Such developments
lead to the current worrisome situation where companies
plan to move fast to deploy these technologies, despite the
fact that the risks of such systems are still poorly understood.

Another example of new emerging technology is the prospect
of quantum computing. While it will likely take several years
before quantum computers become practical, organizations
need to start migrating their IT systems to post-quantum
secure implementations today. The scale and complexity
of this migration task pose non-trivial technical challenges.

Another reason behind the current disruption is geo-
political. The wars in Ukraine and the Middle East have
affected the security landscape of Europe irreversibly.

Cyber attacks against critical infrastructure, denial-of-service,
and misinformation online are just a few examples of increa-
singly relevant threats. Also, the growing tension between the
US and China has implications beyond these two countries.

Export controls and “chip wars” have forced governments
and companies to rethink questions related to technology
sourcing and computing sovereignty. Organizations in Swit-
zerland and elsewhere need to use the latest technologies to
remain competitive. However, at the same time, they struggle
to find solutions that give them sufficient independence.

Besides such emerging threats, organizations continue to
struggle with traditional information security problems:
ransomware remains a major headache for companies,
phishing campaigns remain prevalent, large data leaks
continue to damage the reputation of companies, and
the increasing complexity of IT systems makes it difficult
to keep up with best security practices. Although these
IT security problems are well understood, the existing
tools and technologies are insufficient to eliminate them.



The ZISC Center

The Zurich Information Security and Privacy Center (ZISC) was
established in 2003 to bring academia and industry together
to address the information security challenges of tomorrow.
Today, more than 20 years later, this mission remains more
relevant than ever.

The ZISC center is formed around its eight faculty members
whose research groups combined include more than 100
researchers (mainly Ph.D. students and postdocs) working in
various aspects of information security, privacy, and cryptogra-
phy. The center approaches its mission in the following ways:

1. We conduct PhD-level research projects that address the
information security and privacy challenges in different
ways. First, we study emerging technologies to understand
their novel security and privacy risks and threats. Second,
we develop new security tools and solutions with strong
guarantees. Third, we tackle the fundamental open questions
of information security and privacy. More information about
selected such research projects can be found in the Research
Highlights section of this report.

2. We educate the next generation of academic researchers,
information security experts, and IT professionals. In addition,
we support educational programs in Swiss primary schools and
gymnasiums. More information about these activities can be
found in the Education section of this report.

3. We create an environment where promising young resear-
chers can launch startup companies and commercialize their
research results. The companies founded by ZISC researchers
are listed in the Startup Companies section of this report.

The main research areas of the center include the security and
privacy of Al technologies, secure and sovereign computing,
foundations of cryptography, future Internet architecture,
secure positioning and localization, trusted execution, access
control, security protocol verification, and blockchain tech-
nology. More information can be found in the Main Research
Areas section of this report.
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Partnership Model

The typical way to engage with the ZISC center and its resear-
chers is a long-term partnership. ZISC partnership includes the
following benefits:

1. Customized research projects. The main element of the ZISC
partnership is PhD-level research projects that are tailored to
meet the needs and interests of our partners. Every year, we
conduct several such projects in collaboration with our industry
partners. More information about current research collabora-
tions can be found in the Research Projects section of this report.

2. Expert advice. We connect our partners to leading research
experts (typically professors and postdocs) for technical discus-
sions and practical advice.

3. Networking. The ZISC center organizes various events, inclu-
ding a bi-weekly lunch seminar with technical talks. More details
about the organized talks can be found in the Seminar Talks
section of this paper.

4. Continuing education. We also provide our partners access to
cyber-security continuing educational programs. Two programs
are available: Certificate of Advanced Studies (https://inf.ethz.
ch/continuing-education/cas-cybersecurity.html) and Diploma
of Advanced Studies (https://inf.ethz.ch/continuing-education/
das-cybersecurity.html).

5.0penLab. Our collaboration working environment called the
ZISC OpenLab, allows us to host extended visits to ETH Zurich
and various forms of collaboration.

20 years Celebration

In March, we celebrated the 20-years anniversary of the ZISC
center with the Turing Award winner Prof. Adi Shamir as our
keynote speaker. Additionally, the event included talks from
ZISC faculty and industry experts, and a panel discussion on
great security challenges and opportunities. Impressions from
the event can be found later in this report.
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Partners

The research activities of the ZISC center are supported by these

partner companies
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ZISC Faculty Members

The ZISC center includes the following ETH faculty members:

Prof. Dr. David Basin leads the
Information Security Group that
performs research on methods
and tools for the analysis and
construction of safe and secure
systems.

Prof. Dr. Srdjan Capkun leads the
System Security Group, studying
the design and the analysis of
security protocols for wired and
wireless networks and systems.

Prof. Dr. Dennis Hofheinz leads
the Foundations of Cryptogra-
phy group that designs and
analyzes cryptographic building
blocks and their use.

Prof. Dr. Ueli Maurer leads the
Information Security and Cryp-
tography Group that focuses on
information security, theory and
application of cryptography and
theoretical computer science.

Prof. Dr. Kenny Paterson leads
the Applied Cryptography
Group whose research focus is
on applied cryptography and
communication security.

Prof. Dr. Adrian Perrig leads the Network
Security Group whose research revol-
ves around building secure and robust
network systems — with a particular fo-
cus on the design of next-generation
Internet architectures.

Prof. Dr. Shweta Shinde leads research in
trusted computing and its intersection
with system security, program analysis,
and formal verification.

Prof. Dr. Florian Tramer leads the Secure
and Private Al Lab whose research cur-
rently focuses on understanding and
improving the worst-case behavior of
machine learning systems.
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Research Highlights 2024

Stealing Secrets of Production Language Models

Prof. Florian Trameér

Large language models (LLMs) have ta-
ken over the industry by storm, and their
inner workings are guarded with high
scrutiny.

This secrecy is often ascribed to both the
highly competitive landscape (because
LLMs are expensive to train) and to gro-
wing safety concerns (because an open-
source LLM might be easier to abuse).
As a result, we know very little about
leading models like ChatGPT, Claude or
Gemini.

We don't know what these models look
like (e.g., how large they are), or what data
they trained on.

In recent work, we showed how an ad-
versary could reverse-engineer such se-
crets from various production systems, by
abusing the public model APIs. We then
worked together with affected compa-
nies (primarily OpenAl and Google) to
patch their APIs in response to these
attacks.

Our first attack is a model stealing attack,
that allows an attacker to recover (part of)
the secret weights of a production model.
When applied to ChatGPT, our attack allo-
wed us to recover the weights of the last
layer of the model. While this represents
a small fraction of the model's weights,
it leaks interesting (and previously unk-
nown) information about ChatGPT's
size. We confirmed with OpenAl that our
attack was correct and effective: for a few
hundred dollars, an attacker could learn
the exact hidden dimension of ChatGPT
(the internal size of the model's features).

Our attack made critical use of some
features of OpenAl's API, which could be
(ab)used to learn exactly what probability
the model assigns to each possible word
when generating text. Together with
some basic linear algebra, this informa-
tion could be used to extract one layer
of the model.

This research was presented at the
International Conference on Machine
Learning (ICML), where it was awarded
best paper.

Our second attack is a data extraction
attack, that makes a model regurgitate
parts of its secret training data. While
prior work (including from our group)
had shown that LLMs were prone to out-
putting training data, this didn't seem
to be the case for today's chatbots like
ChatGPT. Even when prompted with a
long piece of data that we know is in the
model's training set (e.g., the beginning

of an old news article), models like ChatG-
PT typically don't output the rest of this
text.

However, we found that two different ad-
versarial strategies could make the model
emit training data. Our first attack is quite
strange: we ask ChatGPT to repeat the
word "poem" forever (the actual choice
of word is not very important). When
doing this, we found that ChatGPT will
often repeat the word 100-1000 times,
and then suddenly "lose its mind" and
start outputting training data. We disc-
losed this "bug" to OpenAl, but we still do
not fully understand the reason for this
curious behavior.

Our second strategy is more principled
and abuses the ability to finetune a mo-
del (i.e., to train it on a small number of
additional examples). Here, we simply
finetune ChatGPT to always complete
the user's prompt, using a small number
of web data (eg Wikipedia articles) as ex-
amples. This results in model that no lon-
ger acts like a conversational chatbot, but
merely "autocompletes" whatever text it
gets asinput. We find that if we then feed
this finetuned model small text snippets
from various internet sources, the model
spits out the rest of the text in a variety of
instances. Here as well, we worked with
OpenAl to disclose and mitigate these
attack vectors.



Further information

"Stealing part of a production language
model"

Nicholas Carlini, Daniel Paleka, Krishna-
murthy Dj Dvijotham, Thomas Steinke,
Jonathan Hayase, A. Feder Cooper, Ka-
therine Lee, Matthew Jagielski, Milad
Nasr, Arthur Conmy, Eric Wallace, David
Rolnick, Florian Tramer

International Conference on Machine
Learning, 2024
https://arxiv.org/abs/2403.06634

"Scalable Extraction of Training Data from
(Production) Language Models"

Milad Nasr, Javier Rando, Nicholas Carlini,
Jonathan Hayase, Matthew Jagielski, A.
Feder Cooper, Daphne Ippolito, Christo-
pher A. Choquette-Choo, Eric Wallace,
Florian Tramér, Katherine Lee
https://arxiv.org/abs/2311.17035
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Researchers

Prof. Florian Tramér, Daniel Paleka, Javier
Rando (Secure and Private Al Lab, ETH
Zurich)
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Clockwire - Secure and Dependable Clock Synchronization on SCION

Prof. Adrian Perrig

Accurate and dependable time synchro-
nization is essential for many industries,
from finance and telecommunications
to electric power distribution and media
production. New developments, such as
5G cellular networks and the digitaliza-
tion of electrical substations, further in-
crease the importance of wide-area clock
synchronization, which relies on Global
Navigation Satellite Systems (GNSSes)
as the most practical and cost-effective
source of reference time.

Given this critical reliance, security and
dependability concerns around GNSSes
in the form of jamming, spoofing, and
even space warfare or solar superstorms
are widely discussed in the time syn-
chronization community. Operators,
equipment manufacturers, and service
providers are looking for alternative and
complementary sources of reference
time, understanding that no single solu-
tion will cover all requirements.

Local solutions like high-precision atomic
holdover clocks mitigate some of the risks
but cannot eliminate them completely.
Operational and cost concerns further
limit their applicability. While wide-area
timing solutions can improve reliability,
they also introduce new challenges re-
lated to security risks in network-based
communication for critical infrastructure.

Many organizations face an additional
challenge: commercial or national time
distribution networks are often neither
readily available nor practically feasible to
implement as custom one-off solutions.
Notable exceptions include an innovative
public-private partnership in Sweden ai-
ming to take the lead in time-as-a-service
delivery, and a massive-scale timing
network currently being built in China to
provide a terrestrial backup for GNSSes.

Given this background and based on
earlier theoretical work on global clock
synchronization, we are developing
Clockwire: a cost-effective and flexible
network-based clock synchronization
approach deployed as an active standby
solution alongside existing GNSS-based
synchronization setups.

Clockwire builds on decades of fault-
tolerant clock synchronization research
[1] and leverages the path-aware SCION
Internet architecture [2]. This combinati-
on directly addresses the challenges of
introducing network-based time trans-
fers in systems with high security and
dependability demands.

At the application layer, our approach
implements a Byzantine fault-tolerant,
multi-source clock synchronization al-
gorithm that does not place trust in any
single entity. The system can tolerate a
fraction of faulty entities while maintai-
ning accurate synchronization among
participating sites, even when GNSSes
are unavailable or untrustworthy.

The networking layer of the Clockwire
protocol stack uses SCION. SCION's
unique features make it an ideal substrate
for a wide range of critical infrastructure
services. Time distribution networks, in
particular, can greatly benefit from its
advantages. One such advantage is the
ability for end hosts to select and use
multiple network paths concurrently,
thereby improving fault tolerance. Fur-
thermore, SCION paths are reversible
and symmetric, which helps enhance
synchronization quality compared to
offset measurements over today's often-
asymmetric Internet paths.

Thanks to SCION's growing commercial
deployment, Clockwire enables new ty-
pes of time distribution networks. These
networks combine Internet-like flexibility
and cost-effectiveness with many of the
quality-of-service and control benefits
typical of dedicated leased-line networks.
In Switzerland, organizations can obtain
native SCION connectivity for end hosts
through standard business accounts from
multiple providers, enabling dependable
time distribution where existing solutions
would be too expensive, inflexible, or
insecure.

Building on this foundation, we are fina-
lizing a first release of Clockwire, working
toward production readiness. This deve-
lopment critically relies on early feedback
from cooperation with industry partners.
Through our initial pilot deployment with
interested organizations we hope to:



Refine the offset measurement
algorithm using multiple reversi-
ble and symmetric network paths
concurrently.

Improve multi-source clock stee-
ring that synthesizes GNSS-based
reference time with system-wide
agreed-upon network time.
Integrate a simulation layer to deter-
ministically test Clockwire's resili-
ence against low-probability, high-
impact events that would otherwise
be difficult to prepare for.

Clockwire Design Overview

Interested parties can contact Marc Frei
<marc.frei@inf.ethz.ch> to participate in
the pilot.

Further Information

[1] Marc Frei, Jonghoon Kwon, Seyedali
Tabaeiaghdaei, Marc Wyss, Christoph
Lenzen, and Adrian Perrig. "G-SINC:
Global Synchronization Infrastructure
for Network Clocks". In Proceedings of
the Symposium on Reliable Distributed
Systems (SRDS) 2022.
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[2] Laurent Chuat, Markus Legner, David
Basin, David Hausheer, Samuel Hitz, Peter
Mdiller, and Adrian Perrig. "The Complete
Guide to SCION. From Design Principles
to Formal Verification". Springer Interna-
tional Publishing AG, 2022.

Researchers

Marc Frei (ETH)

Dr. Jonghoon Kwon (ETH)
Seyedali Tabaeiaghdaei (ETH)
Marc Wyss (ETH)

Dr. Christoph Lenzen (CISPA)
Prof. Dr. Adrian Perrig (ETH)
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Dynamic Trade-offs in Cryptographic Protocols

Prof. Ueli Maurer

Cryptographic protocols solve a wide
variety of problems with far reaching
applications, like secure e-voting, pri-
vacy-preserving machine learning, and
distributed financial systems.

Given a task to carry out, one must pro-
vide a protocol (a set of instructions)
guaranteeing to individual parties that,
provided they follow their instructions,
they will achieve the desired goal, despi-
te some of the parties not following the
instructions correctly and maybe even
voluntarily cheating. A simple example
of a task could be agreeing on a common
random value. The guarantee in this case
could be that 1) everybody gets the same
value, and 2) the value is sampled from
the wanted distribution, despite 3) up
to half of the parties not following the
instructions.

Protocol are designed with respect to
a specific assumption. Formal security
proofs then ensure that, whenever the
assumption hold, the protocol provides
a certain guarantee. Typically, stronger
assumptions allow to design a pro-
tocol that achieves stronger security
guarantees.

11

Examples of assumptions on the commu-
nications channels are that messages are
delivered within some known time, or do
not contain more than a certain number
of errors, while examples of assumptions
on the adversary are the extent to which
they can force parties to deviate from the
protocol, or their amount of computati-
onal power.

As soon as the assumption on which a
certain protocol relies is voided, howe-
ver, the protocol fails to provide the gu-
arantee completely. For example, if the
privacy of a secure computation protocol
assumes that all messages are delivered
within one minute, even a one second
delay on a single message (maybe due
to an unexpected network overload) cau-
ses the privacy guarantee to completely
break down.

In real-world applications, one faces the
dilemma of whether to choose a protocol
providing a very strong guarantee, but
relying on very strong assumption, or a
protocol relying on a weak assumption
and providing a similarly weaker guaran-
tee, despite believing the stronger
assumption might be satisfied most of
the timel

To avoid this dilemma, we promote a dif-
ferent approach to protocol design: that
is providing a single protocol that if some
stronger assumption is satisfied, provides
a stronger guarantee, but if only a wea-
ker assumption is satisfied, still provides
some (weaker) guarantee.

Protocols with fallback guarantees have
been investigated in different settings.
In [C89], Chaum initiated this field of
research providing a multi-party compu-
tation protocol achieving unconditional
security assuming an honest majority
of parties and cryptographic security
otherwise.

In [DHL21], [DL22] we present a multi-
party computation protocol and a secure
message-transmission protocol that, if
the underlying network is reliable (mes-
sages are delivered within some known
time) are very efficient and tolerate a high
corruption threshold, but even when the
network is less reliable and messages are
arbitrarily delayed, tolerate some (lower)
corruption threshold.

Other examples include [FHH+03], in
which the authors present broadcast
protocols providing different validity and
consistency guarantees depending on
the number of corruptions. In HLM+11]
even more fine grained dynamic trade-
offs for multi-party computation are
provided. We will further investigate new
settings in which protocols providing dy-
namic trade-offs are to be preferred, from
a practical perspective, to protocols fol-
lowing a traditional design, provide new
protocols and explore novel protocol
design techniques.



Further information

[DL22]

Synchronous Perfectly Secure Message
Transmission with Optimal Asynchronous
Fallback Guarantees

Giovanni Deligios, Chen-Da Liu-Zhang
https://eprint.iacr.org/2022/1397.pdf
[DHL21]

Round-Efficient Byzantine Agreement
and Multi-Party Computation with Asyn-
chronous Fallback

Giovanni Deligios, Martin Hirt, and Chen-
Da Liu-Zhang
https://eprint.iacr.org/2021/1141.pdf

[C89]

The Spymasters Double-Agent Problem:
Multiparty Computations Secure Uncon-
ditionally from Minorities and Cryptogra-
phically from Majorities.

David Chaum

https://dblp.org/
search?q=david+chaum+spymaster
[FHH+03]

Two-Threshold Broadcast and Detectable
Multi-Party Computation

Matthias Fitzi, Martin Hirt, Thomas Holen-
stein, and Jiirg Wullschleger
https://crypto.ethz.ch/pubs/FHHWO03
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[HLM+11]

Graceful Degradation in Multi-Party
Computation

Martin Hirt, Christoph Lucas, Ueli Maurer,
and Dominik Raub
https://crypto.ethz.ch/pubs/HLMR11

Researchers

Ueli Maurer (ETH)
Giovanni Deligios (ETH)
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Extraction of MEV Across Layer-2 Rollups

Prof. Shweta Shinde
Increasing Popularity of Rollups

Layer-2 (L2) solutions for Ethereum, such
as side-chains, generic bridges, payment
channels, and rollups, aim to improve
transaction speed and reduce costs.
Rollups have become the most widely
adopted L2 solution due to their low
fees, high throughput, and Ethereum
compatibility. They work by locking
assets on Ethereum, allowing users to
trade equivalent assets on the rollup
chain, with periodic state checkpoints
recorded on Ethereum. Rollups use a
centralized sequencer for transaction
ordering, enabling higher throughput
and fee savings by compressing multiple
rollup transactions into a single Ethereum
transaction.

MEV Concerns

Maximal Extractable Value (MEV) involves
extracting profit by influencing the order
of blockchain transactions, commonly
through strategies like arbitrage,
liquidation, and sandwiching. While
MEV strategies can help maintain healthy
DeFi markets, they can also increase
transaction fees and lead to harmful
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actions like sandwich attacks, which
reduce traders' profits. On Ethereum,
a public mempool allows everyone to
see pending transactions, enabling MEV
strategies like sandwiching. However, on
rollups, only sequencers see pending
transactions, preventing traditional
sandwich attacks but leaving sequencers
as potential threats; they are generally
trusted, so users assume such attacks
are not a concern.

Measuring MEV Across Rollups

Our study examines the extent of MEV
extraction on major rollups like Arbitrum,
Optimism, and zkSync, comparing it to
Ethereum over a 32-month period. It
analyzes MEV volume, profits, and costs,
along with the use of flash loans, code
reuse, competition among extractors,
and their response time to opportunities.
The findings confirm that traditional
sandwiching attacks are absent on rollups,
as sequencers behave as intended. This is
the first large-scale measurement of MEV
practices across these rollups, providing
new insights into various MEV-related
metrics.

Novel Sandwich Attacks on Rollups

After analyzing transaction flows
between rollups and Ethereum, we
propose and evaluate three novel cross-
layer sandwich attacks that normal users
could exploit on rollups. These attacks
targettrades on rollups that are initiated
through Ethereum. Simulations using
real mainnet data from Arbitrum and

Optimism indicate that attackers could
have made around $2 million in profit.
Our study highlights the potential
profitability of these cross-layer sandwich
attacks.

Countermeasures

Private pools, including encrypted
mempools, can effectively prevent
frontrunning attacks by hiding victim
transactions, but our third proposed
strategy remains feasible since it exploits
the delay between L1 and L2 transactions.
Reducing this delay could prevent such
attacks but would expose rollups to
other risks like time bandit attacks.
Randomized transaction ordering could
help but would break the first-come, first-
served policy and might not fully stop
sandwich attacks.

Further information

Website: https://github.com/
christoftorres/Rolling-in-the-Shadows



Publication

Rolling in the Shadows: Analyzing the
Extraction of MEV Across Layer-2 Rollups.
Christof Ferreira Torres, Albin Mamuti,
Ben Weintraub, Cristina Nita-Rotaru,
Shweta Shinde. 31st ACM Conference on
Computer and Communications Security,
Salt Lake City, USA, October 14-18, 2024.
(CCS 2024).

Researchers

Dr. Christof Ferreira Torres (Secure &
Trustworthy Systems Group, ETH)

Prof. Shweta Shinde (Secure & Trustworthy
Systems Group, ETH)

Ben Weintraub (Northeastern University)
Cristina Nita-Rotaru (Northeastern
University)
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End-to-End Encrypted Cloud Storage is Broken: How do we Fix it?

Kien Tuong Truong

The State of the Storage

Cloud storage is ubiquitous. It is used by
individuals, businesses, and governments
to store and share data. Projections
estimate that the amount of data stored
in the cloud will exceed 200 zettabytes
(that's 200 trillion gigabytes!) by 2025.
This is no surprise: cloud storage is
convenient, scalable, and cost-effective.
Our devices continuously push us to use
cloud storage. For example, Apple's
iCloud is integrated into its devices, and
Google Photos automatically backs up
personal pictures to the cloud. It is no
surprise that cloud storage providers
are prime targets for attackers, as they
concentrate vast amounts of sensitive
user data. To mitigate this, many
providers offer so-called “encryption at
rest”, which encrypts data using a key
known only to the provider. As a user,
however, one might wonder whether
they should trust the provider to keep
their data safe. After all, the provider
itself may sell the data it stores to third
parties or use it for aggressive marketing
tactics. Alas, the same companies that
encrypt your data are the ones who stand
to gain the most from using it for profit,
a reminder that “there is no cloud; it's
just someone else's computer”.
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For the more privacy-savvy users, there
is a solution that promises the best of
both worlds, allowing them to keep
control of their data using cryptographic
techniques while still benefitting from
low-cost storage solutions. This solution
is called end-to-end encrypted (E2EE)
cloud storage.

End-to-End Encryption

At first glance, the solution seems
simple: the user chooses a password to
encrypt their data before it is uploaded
to the cloud. The provider then stores
the encrypted data, and the user can
download it later, decrypting it with
the same password. Provided that a
strong password is used, the plaintext
is never leaked to the provider, ensuring
confidentiality. However, problems
quickly arise when considering the
additional functionalities cloud storage
should provide. Sharing a file becomes
challenging, as the user must share

the encryption key with the recipient.

Securely creating a hierarchical folder
structure is also difficult, as the way we
organize our files can leak information
about their contents.

The marketing claims of many E2EE cloud
storage providers seem undeterred by
these challenges. Some providers claim
to provide “unbreakable file security
thanks to “zero-knowledge encryption”
techniques (a term which does not
exist in cryptographic literature). The
central claim, common to all providers,
is that only the user can access the data
and that the provider has no means
of decrypting it. While this is a good
starting point, it is far from the best we
can hope for. For example, we often
desire stronger properties: that sharing
files can be done securely, that there is
no way for a server to inject new files in
the storage of users, and that the server
cannot undetectably tamper with files.
Unfortunately, we discovered that not
only are these stronger properties often
not met by the providers, but also that
confidentiality against malicious servers,
their baseline security promise, is broken.

”

Something is Rotten in the Cloud

Our research investigated whether the
security promises of the providers had
any weight behind them.

Fig 1: Encryption in Transit + Encryption at Rest (Above) vs. End-to-End Encryption

(Below). Note that the server does not have the encryption key in the E2EE case.



We did so by scrutinising various major
E2EE cloud storage providers, namely
Sync, pCloud, Icedrive, Seafile, and
Tresorit, in the setting of a compromised
server.In ourinvestigation, we unveiled
severe cryptographic vulnerabilities in
the first four. In some cases, the provider
can decrypt the user's data without
access to the user's password. In other
cases, the provider can break the integrity
of the storage by injecting (possibly
incriminating) files and by undetectably
tampering with the data of existing files.

Surprisingly, these vulnerabilities often
affect different providers similarly:
independently-designed protocols
have fallen into the same anti-patterns.
Instead, consider a more mature field,
such as secure messaging, where the
Signal protocol has received considerable
analysis and is now the gold standard. In
comparison, E2EE cloud storageis a zoo
of different and bizarre cryptographic
designs, which often fail at a trivial level,
suggesting that more foundational work
is needed.

Cryptographic Shortcomings

To say that some of the vulnerabilities are
trivial is not an overstatement. Icedrive,
Seafile, and pCloud often use weak
cryptographic constructions, such as AES-
CBC or AES-CTR, without authentication.
These weaknesses have been known
for decades and are well-documented
in the cryptographic literature. In some
cases, they even fail to use these weak
constructions correctly, such as by
reusing IVs.

In Syncand pCloud, solid cryptographic
primitives are misused due to a lack of

understanding of the underlying security
properties. For example, both use the
provably secure RSA-OAEP to encrypt
symmetrickeys beforestoringthemonthe
server. While this provides confidentiality,
it does not provide any authenticity. For
both providers, these keys are retrieved
by the client and used to encrypt files.
A malicious server can exploit this lack
of authenticity to trick clients into using
an attacker-controlled symmetric key to
encrypt their data, which trivially loses
confidentiality. This is not an exhaustive
showcase of the vulnerabilities we found.
Still, it is already clear that there are
fundamental flaws in the cryptographic
design of these systems. The fact that
these flaws are often trivial paints an
even more concerning picture: these
powerful attacks are practical and can be
executed without a deep cryptographic
background.

For all these vulnerabilities, we followed
the industry standard of a 90-day
disclosure window. Unfortunately, Sync
and pCloud did notrespondto ourreports,
and Icedrive and Seafile dismissed most
of our findings. We have since published
a website (https://brokencloudstorage.
info), where we provide high-level
summaries of the vulnerabilities and
their impact.

The Future of E2EE Storage

Finding and patching vulnerabilities is
but a temporary solution, and a painful
one at that. Mitigations often require
re-encrypting petabytes of files, which
in turn requires the user to be online
as the server cannot access the user's
keys. Care must be employed during
update deployment to allow for a certain
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degree of backward compatibility while
preventing downgrade attacks. The
lesson to the industry is that there is
a strong incentive to “get it right” the
first time.

Still, constructing a secure E2EE cloud
storage system from scratch is not
straightforward. These weaknesses
are rooted in a lack of cryptographic
expertise in the teams that designed
these systems because such expertise is
complicated to find and often expensive
to hire.

The role of the academic cryptographic
community, in collaboration with
industry, is to help create new standards
that non-domain experts can implement
and contribute more foundational work
that can be used as a reference for these
systems.

In addition, the way the new

Further information

End-to-End Encrypted Cloud Storage: A
Broken Ecosystem

Jonas Hofmann, Kien Tuong Truong
InProceedings ofthe 31st ACM Conference
on Computer and Communications
Security (CCS 2024)

Researchers

KienTuong Truong (Applied Cryptography
Group, ETH Zurich)

Prof. Kenneth G. Paterson (Applied
Cryptography Group, ETH Zurich)
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PURE: Payments with UWB RElay-protection

Prof. Srdjan Capkun

Contactless payments are now widely
used and are expected to reach $10

trillion in transactions by 2027. Although

convenient, contactless payments are

vulnerable to relay attacks, allowing

attackers to execute fraudulent payments.
Several countermeasures have been

proposed to address this issue, including

Mastercard’s relay protection mechanism.
These countermeasures, while effective

against some commercial off-the-shelf
(COTS) relays, fail to prevent physical-layer
relay attacks. Existing countermeasures

assume that a relay adversary introduces

a significant processing delay, which can

be detected by examining the round-trip

time of messages. However, physical-
layer relays that introduce delays only
proportional to the distance between

the two devices remain possible.

PURE integrates UWB ranging into
contactless mobile payments to prevent
any form of relay attack, reducing the
possible relay range from kilometers to
approximately 50 cm. With PURE, the card
and terminal establish a shared secret
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used to measure their reciprocal distance.
The terminal verifies that the distance is
sufficiently small and rejects the payment
in the event of a relay attack. The design
of PURE facilitates the integration of these
countermeasures as they do not require
changes to the payment system backends
and introduce very low overhead on the
payment process (41 ms).

The recentintroduction of UWB ranging
radios in many personal devices opens
up the possibility of developing more
effective relay protection that is not
limited to Near Field Communication
(NFC), as previous countermeasures
were. UWB devices measure the distance
between themselves based on the time-
of-flight (ToF) of ranging messages. In
UWSB, the shared secret between the
two ranging devicesis encoded in short
pulses, which provide high accuracy
and security guarantees against a wide
variety of distance reduction attacks.
High Rate Pulse (HRP) is the UWB mode
of the IEEE 802.15.4z standard deployed
in current smartphones. HRP was found
to be vulnerable to the Ghost Peak attack,
which we addressed by providing an
explicit verification function that is secure
against such an attack. The verification
function uses a fixed threshold on the
similarity between the expected ranging
signal and the received one, reducing
the probability of a Ghost Peak attack to
2A-48.We demonstrated experimentally

that the proposed verification function
is reliable in contactless channels, with
approximately a 2% false rejection rate.

To establish a reliable upper bound on
the distance between an honest terminal
and a card, UWB ranging requires the
involved parties to share a secret key.
For this purpose, we have designed
and implemented an extension of the
Mastercard protocol that builds on top
of the existing Public Key Infrastructure
(PKI) and allows a card and a terminal to
establish a shared secret. The overhead
of the key exchange and the ranging is
kept low by leveraging existing messages
from the Mastercard protocol and by
executing UWB ranging in parallel with
the NFC transaction. Additionally, the
relay protection is negotiated during
the exchange, making the extension
backward compatible, while ensuring
that if both the card and terminal support
UWSB, the relay protection is executed
(providing downgrade protection). The
security of the protocol was verified using
Tamarin. The security at the physical
layer against the Ghost Peak attack was
analyzed separately by leveraging the
properties of the protocol demonstrated
in Tamarin (e.g. secrecy of the shared
secret).



Relay attacks have been a persistent
threat to card payments and are now
particularly relevant due to the increased
popularity of contactless payments. This
study proposed PURE, the first concrete
method for integrating UWB-ranging
techniquesinto EMV kernels. The design
was implemented in a proof-of-concept
prototype, demonstrating that PURE can
be deployed on real smartphones with
negligible transaction time overhead
and without any modifications to the
backend.

Further information

Publication:

Coppola, D., Camurati, G., Anliker, C.,
Hofmeier, X., Schaller, P., Basin, D., &
Capkun, S. (2024). PURE: Payments with
UWB RElay-protection. 33rd USENIX
Security Symposium (USENIX Security
24), 4553-4569. https://www.usenix.
org/conference/usenixsecurity24/
presentation/coppola
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Researchers

Daniele Coppola, Giovanni Camurati,
Claudio Anliker, Xenia Hofmeier, Patrick
Schaller, David Basin, and Srdjan Capkun,
ETH Zurich
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PathGES: A Graph Encryption Scheme for Shortest Path Queries

Dr. Francesca Falzon

Structured Encryption

Databases form a cornerstone of our
technological infrastructure, and are used
to store, handle, and query data ranging
from scientific data to government re-
cords and beyond. One model we have
seen explode in popularity is the out-
sourced cloud storage model in which a
client outsources their - potentially sensi-
tive — data to a third-party cloud service
provider. Examples of such cloud storage
providers include Google Drive, AWS, and
DropBox. Itis currently projected that the
amount of data stored in the cloud will
continue to grow exponentially, reaching
180 zettabytes (1 zettabyte = 1 billion
terabytes) by 2025.

However, between the growing number
of data breaches and with the advent of
data privacy policies such as Switzerland’s
New Federal Act on Data Protection
(nNFADP) which went into effect early in
2023, there is a growing need for com-
panies to protect their customers’ data.

One solution is to use "structured enc-
ryption (STE)"; at a high level, STE ena-
bles a client to encrypt their data using
efficient symmetric key primitives before
outsourcing it to the cloud. The database
is encrypted in such a way that the server
can process queries on the server-side
without the key and without ever seeing
the plaintext queries or records. In order
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for such an encrypted database to be
practical and near-term deployable, it
must satisfy three important criteria: (1)
be efficient, (2) have expressive query
functionality, and (3) be provably secure.
Towards this goal, we propose an STE
scheme for graph structured data which
supports shortest path queries; this work
was presented in October 2024 at CCSiin
Salt Lake City, Utah.

STE for Graphs

Graphs are an important tool that can be
used to model data in numerous large-
scale real-world applications, and plain-
text graph databases are well-studied
and widely deployed in industry. Ex-
amples of such graph database systems
include Facebook Tao and Neo4j. Despite
how well studied plaintext graph databa-
ses and STE schemes are, there has been
little work on graph encryption schemes
(GESs) i.e., STE for graphs. A GES would
enable one to encrypt graph-structured
data, outsource the data, and conse-
quently process private graph queries
at the server. Examples of graph queries
include neighbor queries (given a graph
G and vertex v in G, return all neighbo-
ring nodes of v) and shortest path queries
(given a graph G and vertices vand win
G, return a shortest path from v to wif it
exists).

Attacks against STE

STE schemes are efficient at the cost of
some information about the underly-
ing database or queries being “leaked”
to the server. This information is often
seemingly benign and includes things
like volume leakage (i.e., the number of
encrypted records in each response) and

access pattern leakage (i.e., which records
are accessed at query time).

In earlier work (ESORICS 2022), we gave
one of the first efficient attacks against a
recent GES for shortest path queries by
Ghosh, Kamara, and Tamassia (AsiaCCS
2021); for convenience, we refer to this
scheme as the GKT scheme. Our attack
demonstrated how an honest-but-curi-
ous server could use the inherent leakage
of the GKT scheme to reconstruct the
plaintext values of the issued queries.

A New Solution

In light of our attack, we asked whether
we could design a more secure GES that
also supports shortest path queries. Our
goal was to develop a new scheme that
offered the same functionality as the GKT
scheme, whilst mitigating our attack. Our
latest work proposes PathGES, a GES for
shortest path queries that leverages a
novel data structure rooted in classic
techniques to ensure efficiency and re-
duce query leakage. Our scheme only
incurs an additional logarithmic factor in
storage overhead over the GKT scheme
and, for any query, the response size is
guaranteed to be asymptotically optimal.
Our experimental evaluation further
shows that, in practice, the size of the
response is nearly optimal and our query
response times are faster than those of
the GKT scheme with the potential for
further improvements through parallel
query processing.

Cryptanalysis

We supplement our scheme with a
thorough cryptanalysis of its leakage
and show that for many common graph
families, query recovery attacks against
PathGES



is super-polynomially (and, in some cases,
exponentially) more difficult than against
the GKT scheme. This work and our prior
attack work advance our understanding
of GESs and highlights the importance of
cryptanlayzing schemes in conjunction
with their development. We hope that
this work serves as a springboard for
further research on GESs and their near-
term deployment.

Further Information

Francesca Falzon, Esha Ghosh, Kenneth
G. Paterson, Roberto Tamassia. 2024.
PathGES: An Efficient and Secure Graph
Encryption Scheme for Shortest Path
Queries. In Proceedings of the 2024 ACM
SIGSAC Conference on Computer and
Communications Security (CCS '24). As-
sociation for Computing Machinery, New
York, NY, USA.

The full version of this work can be found
here: https://eprint.iacr.org/2024/845
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Dr. Francesca Falzon (Applied Cryptogra-
phy Group, ETH Zurich)

Prof. Kenneth G. Paterson (Applied
Cryptography Group, ETH Zurich)

Figure: An illustration comparing the information leaked to the server by the GKT scheme (second from right) and PathGES (right),
when the original graph (left) is encrypted and all shortest path queries to node 5 are issued. Note that the GKT scheme leaks the entire
graph structure to the server, whereas our scheme only leaks a set of encrypted fragments.
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Collaborations with the International Committee of Red Cross (ICRC)

Prof. David Basin

Prof. Basin's group. In times of armed
conflict, the emblems of the red cross,
red crescent, and red crystal are used to
mark physical infrastructure. This enables
military units to identify assets as protec-
ted under international humanitarian law
to avoid attacking them. In 2020 and in
context of our work in the Centre for Cy-
ber Trust, funded by the Werner Siemens-
Stiftung, we challenged ourselves with
the novel security problem of how to
extend such protection to digital, net-
work-connected infrastructure through
a digital emblem. In 2021, we finalized
a first version proposal for a digital em-
blem, that we call ADEM: An Authentic
Digital Emblem. Since 2021, our design
has been evaluated by domain experts,
in a series of meetings at the invitation of
the International Committee of the Red
Cross, and our design was finalized and
accepted for publication at the top-tier
security conference ACM CCS 2023.

ADEM provides a unique combination of
security requirements, namely, authen-
tication, accountability, and a property
that we call covert inspection. Covert
inspection states that those wishing to
authenticate assets as protected must
be able to do so without revealing that
they may attack unprotected entities.
Moreover, ADEM was designed to fit the
context of international diplomacy as it
allows nation states to make sovereign
decisions through a decentralized design.
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2024 brought exciting updates of the
digital emblem project. Firstly, in Oc-
tober, the International Red Cross and
Red Crescent Movement held its 34th
International Conference. The conference
hosts delegates from 194 states and 191
national societies, e.g., the Swiss Red
Cross, and the delegates unanimously
adopted aresolution that encourages the
ICRC"to continue consulting and actively
engaging with States [...] to: further assess
and clarify the specific purpose and tech-
nical feasibility of a digital emblem; [...]
and study possible legal and diplomatic
avenues in this respect.”

Secondly, we began the standardization
process of ADEM at the Internet Enginee-
ring Task Force (IETF) together with the
ICRC and industry and civil society part-
ners, such as Microsoft and the Center for
Democracy & Technology. In November,
the IETF held its 121st meeting. The IETF
is one of the most influential standardi-
zation bodies of the world, having stan-
dardized many of the modern internet’s
core technologies such as the Domain
Name System (DNS) or the foundational
protocols TCP, UDP, and TLS. At the 121st
meeting, we received positive feedback
and support for our efforts to technically
standardize a digital emblem. Thus, we
will continue our efforts at the IETF in
2025.

Prof. Srdjan Capkun

Prof. Capkun’s group. Relying on cloud
infrastructures requires trust in the cloud
service provider (CSP). Currently, this trust
is necessary because, the CSP has physi-
cal access to the machines in which the
data resides or is being processed, and
control over supervisor software. While
the CSP intentions might not be actively
malicious, it might be forced to employ
these attacks to comply with a lawful or-
der to do everything necessary to access
or tamper with customers’ data. Given
the attacker capabilities of the CSP and
the possibility of these lawful requests,
international organizations are usually
faced with the choice of either having
to fulfill their mission or employing CSP
services. For instance, the International
Committee of the Red Cross (ICRC) regu-
larly visits war prisons to verify whether
human rights are being violated.

The information collected as part of these
visits could give an edge to the parties in-
volved in the conflict. Therefore the ICRC
is allowed to visit on the condition that in-
formation is kept secure and inaccessible
to the other party. This guarantee cannot
be reasonably given if the CSP is under
the jurisdiction or sphere of influence of
a country involved in the conflict. Thus,
current CSPs cannot provide services for
such organizations. In this project, we are
exploring technical solutions that aim at
bridging this gap. In particular, we are
exploring solutions that would give a



data owner, i.e., the ICRC the guarantee
that the CSP can never access or tamper
with their data while still benefitting from
a cloud deployment.

Prof. Adrian Perrig

Prof. Perrig’s group. The ICRC relies on
digital infrastructure in order to fulfill its
mission. As an International humanitarian
organization, it operates in contexts of ar-
med conflicts and violence. Thanks to its
neutral role and diplomatic immunities,
it has access to highly confidential data.
Such information represents a high value
target for state actors involved in con-
flicts, and therefore requires strong data
protection measures. In addition, the
migration of workloads to public clouds
makes it more challenging to keep data
under the same jurisdiction and protec-
ted by the organisation immunities. With
this shift, Internet connectivity between
the organisation branches, users and
cloud datacenters becomes even more
critical, especially when it comes to gu-
aranteeing confidentiality, sovereignty,
availability and protection from state
surveillance.

The ICRC collaborates with ZISC and
the Network Security Group in order to
tackle such challenges while leveraging
the SCION next generation Internet Ar-
chitecture. Joint research efforts focus on
several aspects of securing Internet

communication. We showcased how SCI-
ON provides strong routing security, pro-
tecting traffic from route hijacks, that are
common on today’s BGP-based internet
and are often exploited by threat actors
to eavesdrop communications. Additio-
nal sovereignty guarantees are provided
thanks to SCION'’s path awareness, so that
Internet traffic can be “geofenced”and ex-
clusively routed on trusted infrastructure.

Prof. Kenny Paterson

Prof. Patersom’s group. Humanitarian
organisations such as the International
Committee of the Red Cross operate in
increasingly digitised settings. The way
beneficiaries communicate with humani-
tarian workers is changing — new digital
channels can make it easier to establish
contact when seeking help, to enable
reporting sensitive information at a dis-
tance or to give feedback. The ICRCis cur-
rently using a new digital platform called
RedSafe, available as both a mobile app
and a web-based service, which offers a
number of basic features for beneficiaries
that allow them to get in touch with the
ICRC as well as to store documents in a
secure way. It is currently available in a
limited number of locations in Central
America and in Southern Africa.

Establishing and maintaining trustin such
a platform is paramount, as beneficiaries
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are reaching out to the ICRC in the most
difficult situations, and their data must
accordingly be protected from leakage
and misuse. At the same time, to enable
the ICRC to fulfil its mandate, the platform
must remain neutral and prevent outside
parties from misusing the platform itself
for other ends. This creates additional
constraints that are unlike those seen
either in commercial applications or
cryptographic research.

Drawing on our experience in analysing
cryptographic mechanisms of real-world
applications, we performed a security
analysis of the cryptographic compo-
nents underlying RedSafe as currently
implemented. In collaboration with our
partners at the ICRC, we developed a
detailed threat model for their use case
and provided a set of actionable recom-
mendations to improve the security of
the information flows generated by the
application and its associated architec-
ture. We are currently investigating the
next steps that would enable RedSafe to
grow as a platform offering more services
while maintaining a high standard of se-
curity and privacy for its users.
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February 15,2024

Scrappy: SeCure Rate Assuring Protocol
with PrivacY

Dr. Yoshimichi Nakatsuka

February 29, 2024

Shufflecake: plausible deniability for
multiple hidden filesystems on Linux
Dr. Tommaso Gagliardoni

March 6, 2024
Celebrating 20 years of ZISC
Prof. Srdjan Capkun, Dr. Kari Kostiainen

March 14, 2024

Xray: Finding Security Vulnerabilities in
Arm AXI Implementations Using Model
Checking

Mélisande Zonta-Roudes

April 11,2024

Model Stealing Attacks and Defenses:
Where are we now?

Prof. N. Asokan

April 18,2024

Real-life impacts of security vulnerabili-
ties Workshop 2024

Prof. N. Asokan, Prof. S. Shinde
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April 25,2024

How Geopolitics is Elevating the Im-
portance of Cybersecurity in Aviation:
Exploring the Latest Research

Daniel Dorigatti

May 23, 2024
Thriving in between theory and practi-
ce: How applied cryptography bridges
the gap

Matilda Backendal, Miro Haller

June 7, 2024

When Cryptocurrency Meets Network
Security: The layers, the attacks, and the
defenses

Dr. Muoi Tran

June 20, 2024
Origin Tracing and Data Attribution in
Machine Learning

September 19, 2024

Ethical, responsible, and safe require-
ments for Al

Prof. Ponnurangam Kumaraguru

September 27, 2024

Beyond the Hype: Making Al Work in
the Real World

Dr. Petar Tsankov

October 17,2024

DNS DoS Vulnerabilities and Defenses: A
Modern and Systematic View

Dr. Huayi Duan

October 23,2024

Strengthening the Security of Switzer-
land: Cyber Security and Data Science
Research at the CYD Campus

October 31, 2024

How to Authenticate Keys for Secure
Messaging

Felix Linker



Education 2024

Center for Computer Science Education

The ZISC collaborates with ETH’s
Center for Computer Science
Education (ABZ, “Ausbildungs- und
Beratungszentrum fir
Informatikunterricht,”
https://abz.inf.ethz.ch) to promote
security education in a K-12
context, starting in primary school.

Figure 1. Learning about Skytale in secondary
school in “Einfach Informatik” for grades 7- 9.

The ABZ was established around 20 years
ago with the goal of promoting sustai-
nable Computer Science education in
Swiss schools, with security competences
being one of its pillars.

The ABZ textbook series“Einfach Informa-
tik” and “Informatik fur Schweizer Matu-
ritatsschulen”includes a spiral

Figure 2. Scheme of the cybersecurity platform for grades 10-12.

curriculum for security topics addressing
different aspects of data protection such
as encryption and error-correcting codes
in an age-appropriate manner.

Additionally, the ABZ conducts training
for pre- and in-service teachers to equip
them with the necessary skills and tools
to foster security skills in their classes.

One cornerstone are so-called school
projects, where experts conduct exemp-
lary lessons, on security-related or other
topics, in schools all around Switzerland
to implement on-the-job training for
Computer Science teachers.

In another project a cybersecurity plat-
form is developed that simulates typical
applications with which students interact
in their everyday lives. The tool contains
a lesson center and so-called target
applications which mimick real-world
applications. An example for such a tar-
get application is a mock social media
platform.

It is additionally accompanied by helper
tools that allow to analyze what is going

06-Education

on behind the scenes if a student inter-
acts with the social media platform, for
instance.

The lesson center introduces the students
to important and relevant topics with re-
spect to the mock platform. The helper
tool then allows them, for instance, to
inspect the HTTP requests and cookie
data, and “hack” the platform in a secure
environment, with one of the goals being
to“hijack”a specifically generated target
account. This way, both technical skills
and awareness are developed.

The tool is particularly suitable for use
in the classroom, as students can work
through the lessons at their own pace
while still interacting with their classma-
tes. It contains user management capabi-
lities that enable the teacher to manage
their students. A prototype is currently
used in around a dozen classes in Swiss
high schools.
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Sovereign Smartphone

Prof. S. Shinde

The majority of smartphones either run
iOS or Android operating systems. This
has created two distinct ecosystems
largely controlled by Apple and Goog-
le—they dictate which applications can
run, how they run, and what kind of
phone resources they can access. Bar-
ring some exceptions in Android where
different phone manufacturers may
have influence, users, developers, and
governments are left with little control.
Specifically, users need to entrust their
security and privacy to OS vendors and
accept the functionality constraints they
impose. Given the wide use of Android
and iOS, immediately leaving these eco-
systems is not practical, except in niche
application areas.

We are building a new smartphone
architecture that securely transfers the
control over the smartphone back to the
users while maintaining compatibility
with the existing smartphone ecosys-
tems. Our architecture, named TEEtime,
implements novel TEE-based resource
and interrupt isolation mechanisms
which allow the users to flexibly choose
which resources (including peripherals)
to dedicate to different isolated domains,
namely, to legacy OSs and to user’s pro-
prietary software. We have shown the
feasibility of TEEtime design via a proto-
type on ARM platform and are working
towards building a fully functional phone.
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Foundations of
Cryptography

Prof. D. Hofheinz

Cryptographic building blocks (such as
encryption schemes or zero-knowledge
protocols) ensure the secrecy and inte-
grity of information, and help to protect
the privacy of users. Still, most actually
deployed cryptographic schemes are
not known to have any rigorously pro-
ven security guarantees.

Our goal is to provide practical crypto-
graphic building blocks that come with
rigorously proven security guarantees.
These building blocks should be
efficient enough for the use in large-
scale modern information systems, and
their security should be defined and
formally analyzed in a mathematically
rigorous manner. Specifically, we are
interested in the foundations of
theoretical cryptography, and in general
ways to derive constructions and
security guaranteesin a modular fashion.

Future Internet
Architecture SCION

Prof. A. Perrig

SCION is the first clean-slate Internet
architecture designed to provide route
control, failure isolation, and explicit trust
information for end-to-end communi-
cations. SCION organizes existing ASes
into groups of independent routing sub-
planes, called isolation domains, which
then interconnect to form complete
routes. Isolation domains provide natural
isolation of routing failures and human
misconfiguration, give endpoints strong
control for both inbound and outbound
traffic, provide meaningful and enforce-
able trust, and enable scalable routing
updates with high path freshness.

As a result, the SCION architecture provi-
des strong resilience and security proper-
ties as an intrinsic consequence of good
design principles, avoiding piecemeal
add-on protocols as security patches.



Secure Positioning and
Localization

Prof. S. Capkun

In our daily lives, we increasingly rely on
location and proximity measurements for
important applications. Already today,
people issue contactless payments sim-
ply by bringing their credit card close to
a card reader. Modern cars automatically
detect the key in proximity to unlock the
doors. We see first instances of autono-
mous transportation drones navigate
using GPS or Galileo.

The security of many existing and future
applications surrounding navigation, ac-
cess control, and secure routing critically
depends on the correctness of the under-
lying location and proximity estimates.

Trusted Execution
Beyond CPUs

Prof. S. Shinde

Modern data centers have grown beyond
CPU nodes to provide domain-specific
accelerators such as GPUs and FPGAs to
their customers. From a security stand-
point, cloud customers want to protect
their data. They are willing to pay additi-
onal costs for trusted execution environ-
ments such as enclaves provided by Intel
SGX and AMD SEV. Unfortunately,

the customers have to make a critical
choice—either use domain-specific ac-
celerators for speed or use CPU-based
confidential computing solutions.

To bridge this gap, we are building data-
center scale confidential computing that
expands across CPUs and accelerators.
Having wide-scale TEE-support for ac-
celerators presents a technically easier
solution, but is far away from being a re-
ality. Instead, we aim to provide enclaved
execution guarantees for computation
distributed over multiple CPU nodes
and devices with/without TEE support,
which presents security, scalability, and
performance challenges.
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Machine Learning
Security

Prof. F. Trameér

Machine learning systems are becoming
critical components in various industries,
yet they face clear security and privacy
challenges. Attacks on a machine learning
models data can destroy the integrity of
the entire system; deployed models can
memorize and leak sensitive training
data; and models themselves can be
copied and stolen.

In our research, we study the behavior of
machine learning systems in adversarial
settings, to better understand the current
limitations and risks of this nascent and
booming technology. We then draw on
this knowledge to propose new defense
mechanisms to safeguard machine lear-
ning applications and their users.
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Access Control

Prof. D. Basin

Access control has wide range of
applications, from physical access
control, e.g., to buildings, over to
access control in single applications,
to enterprise-wide access control
solutions for an entire company’s data
management.

Our work covers multiple facets of the
challenges in effective access control.
We work on languages for efficiently
analyzable yet expressive access
control policies, techniques for
ensuring that no security-critical
access control queries are omitted,
mining access control policies, and
modern systems for access control in
physical systems.

Constructive
Cryptography

Prof. U. Maurer

Constructive cryptography is a new para-
digm for defining the security of crypto-
graphic schemes. It allows to take a new
look at cryptography and the design of
cryptographic protocols.

One can give explicit meaning to va-
rious types of game-based security
notions of confidentiality, integrity,
and malleability, one can design key
agreement, secure communication,
certification, and other protocols in a
modular and composable manner, and
one can separate the understanding
of what cryptography achieves from
the technical security definitions and
proofs, which is useful for didactic
purposes and protocol design.

Applied Cryptography

Prof. K. Paterson

Cryptography provides a fundamental
set of techniques that underpin secure
systems. It includes basic techniques to
enable services such as confidentiality
and integrity of data in secure commu-
nication systems, as well as much more
advanced methods such as cryptogra-
phic schemes that enable searches over
encrypted data.

It draws broadly from theoretical com-
puter science (algorithms, complexity
theory), mathematics (number theory,
probability) and engineering (both
electronic- and software-engineering).
Our research in Applied Cryptography
brings all of these strands together
to produce impactful research that
improves the security of today’s and
tomorrow’s cryptographic systems.
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Security Protocol
Verification

Prof. D. Basin

We develop tools for security protocol
analysis in the symbolic model, particular-
ly the Tamarin-prover. Security protocols
are well-known to be error-prone, thus
having a formal analysis enhances trust in
the protocol’s correctness. Our tools have
theoretic foundations guaranteeing their
conceptual correctness.

The symbolic model has a high level
of abstraction compared to bitstrings
over the wire, but provides automation
and the ability to consider all modes of
operation of a protocol at once. Practical
results and impact has been seen in the
standardization of TLS v1.3 and the analy-
sis and discovery of serious vulnerabilities
in the EMV protocol used for worldwide
electronic payments.

Blockchain Technology

Prof. S. Capkun

Blockchain technologies promise many
attractive advantages for digital curren-
cies, financial applications and digital
society in general. These advantages
include reduced trust assumptions, in-
creased transparency, reduced costs
and improved user privacy. However, the
current state-of-the-art solutions suffer
from significant limitations.

In our research we investigate the limi-
tations of current blockchain solutions
and develop novel systems with impro-
ved security, privacy and performance
guarantees. Examples of our research
results include new types of smart
contract execution environments, im-
proved solutions for client privacy and
novel digital currencies with regulatory
support.

07-Main Research Areas
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Highly Available
Communication for
Financial Networks

Communication, in particular for critical
infrastructures, requires a high level of
availability that remains available despite
earthquakes, power outages, misconfigu-
rations, or network attackers. One examp-
le is the financial industry, which has high
requirements on availability to ensure
that up-to-date trading information is
accessible, that financial transactions are
executed within short time windows, and
that end customers can execute banking
applications online.

The financial industry is generally a prime
target for network attackers, mainly be-
cause of the importance of availability for
banking applications. The importance of
availability has lead to several extortion
attacks in the past, where banks would
sometimes pay for attack termination in
the short term, rather than protecting
their networks for the long term.

To provide high availability and thus
to make the financial industry robust
against the aforementioned attacks and
calamities, we investigate the deploy-
ment of multi-path connectivity between
branches of one of our ZISC banking part-
ners. In the context of the future Internet
architecture SCION, designed and deve-
loped at ZISC, we focus on connecting
branches over multiple existing links at
the same time.
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We are deploying a multi-path communi-
cation system that automatically selects
multiple independent, high-quality paths
to avoid outages even if some of the in-
dependent paths fail.

To further increase the resilience against
attacks, in particular in the context of
DDoS defense and loT security, our ar-
chitecture offers the option to hide paths
from the public and thus to prevent atta-
ckers from flooding such invisible paths.
Moreover, we have developed a scalable
bandwidth-reservation scheme that
protects inter-domain communication
by establishing fine-grained resource
allocations to ensure no links between
networks are saturated.

Further information

A. Perrig, P. Szalachowski, R. M. Reischuk,
L. Chuat.

SCION: A Secure Internet Architecture
Springer International Publishing AG,
2017.

Benjamin Rothenberger, Dominik Roos,
Markus Legner, and Adrian Perrig.
PISKES: Pragmatic Internet-Scale Key-
Establishment System.

In Proceedings of the ACM Asia Confe-
rence on Computer and Communications
Security (ASIACCS) 2020.

Cyrill Krdhenbiihl, Seyedali Tabaeiagh-
daei, Christelle Gloor, Jonghoon Kwon,
David Hausheer, Aadrian Perrig, and
Dominic Roos.

Deployment and Scalability of an
Inter-Domain  Multi-Path  Routing
Infrastructure.

ACM Conference on emerging Networ-
king EXperiments and Technologies
(CoNEXT) 2021.

Researchers

Various members of the Network Security
Group.

Industry partner

/12X
€

Zuarcher
Kantonalbank




Phishing in Large
Organizations

Phishing emails are deceptive messages
made for data stealing and malware
propagation. In this type of attack,
miscreants pose as legitimate organi-
zations (e.g., banks and financial insti-
tutions, delivery companies, shopping
websites), and send emails crafted to look
like the impersonated organization’s. The-
se emails try to solicit a sense of urgency
by prompting users to act swiftly, such as
changing compromised passwords. Links
in these emails lead to deceptive websi-
tes that often include login pages to try
and trick the user into submitting their
credentials. Other means for the attack
can be opening malicious attachments or
drive-by downloads of malware.

Phishing is a real threat to corporations:
employees falling for phishing and
revealing corporate credentials can be
the first step for further attacks and data
breaches. Phishing leads to significant
economic losses: estimates put the ye-
arly cost of phishing attacks in the order
of millions of dollars for companies that
fall victim. For this reason, it is of para-
mount importance to understand the
most effective ways to protect users from
phishing attacks.

In this project, in partnership with
the Swiss Post, we aim to understand
phishing in large organizations from the
point of view of employees and IT de-
partments. For employees, our studies
and measurements are improving how
phishing training is delivered and under-
stood, and we are developing novel user
interfaces to help people spot potential
attacks. For IT departments and defen-
ders, we are analyzing novel counter-
measures to deploy in organizations for
early detection of phishing attacks and
what the next generation of (Al-powered)
phishing attacks might look like.
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Further information

Daniele Lain, Tarek Jost, Sinisa Matetic,
Kari Kostiainen, and Srdjan Capkun. "Con-
tent, Nudges, and Incentives: A Study on
the Effectiveness and Perception of Em-
bedded Phishing Training". ACM Confe-
rence on Computer and Communications
Security (CCS), 2024 (Distinguished Paper
Award).

Researchers

Daniele Lain (ETH)

Kari Kostiainen (ETH)

Prof. Dr. Srdjan Capkun (ETH)

Industry partner
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Secure and Sovereign
Smartphone Platform

The majority of smartphones either run
iOS or Android operating systems. This
has created two distinct ecosystems
largely controlled by Apple and Google.
While they generally provide phones
which are rich in functionality, they also
constraint what can be done with the
devices: the two aforementioned
companies dictate which applications
can run, how they run, and what kind of
phone resources they can access. End-
users have no choice but to fully entrust
their security and privacy to OS vendors
and accept the functionality constraints
they impose. When handling high
sensitive information, like with our
industry partners, this is far from
desirable. Rather, organizations need full
control over all the code (including the
0S) that can access sensitive data (e.g.,
messaging apps). However, given the
wide use of Android and iOS, immediately
leaving these ecosystems is not practical,
except in niche application areas.

In this project, we explore the
development of a new smartphone
architecture that securely transfers the
control back to users, developers, and
organizations while maintaining
compatibility with the rich existing
smartphone ecosystems (to maintain a
high user experience). Specifically, our
solution allows mobile users to install
and run security-sensitive apps in

31

isolation, thus protecting them from
other applications as well as the
operating system. The platform will
maintain compatibility with legacy
operating systems (e.g, Android) and
legacy apps (e.g., as provisioned by
Android App Store). Thus, the user can
run sensitive and non-sensitive
applications on the same device.

Our key design choice is to use a
hardware-based mechanism called

trusted execution environments (TEEs).

Using a TEE, we introduce a small security
monitor (SM) that executes at the highest
privilege on the phone. The SM uses the
underlying hardware features to ensure
that the security-sensitive applications
are isolated from the legacy OS and
legacy applications. The SM is not
omnipotent in our approach: It can
manage apps and the legacy OS, but it
cannot inspect their memory or interfere
with their execution. We call this the
management-without-inspection

primitive. Further, the SM ensures that
secure apps can access system resources
(e.g., Bluetooth) without the legacy OS
being able to inspect or interfere.

Researchers
Friederike Groschupp
Mark Kuhne

Dr. Moritz Schneider
Dr. lvan Puddu

Prof. Shweta Shinde
Prof. Srdjan Capkun

Industry partner



Fine-grained Internet
Path Control and DDoS
Defense

The goal of this project is to build
data-drivThe Network Security group
collaborates with armasuisse to build a
highly secure WAN infrastructure based
on the SCION future Internet architecture,
particularly focusing on achieving fine-
grained path control and increased
communication availability.

In arecent collaboration with armasuisse
titled “On Building Secure Wide Area
Networks over Public Internet Service
Providers,” we investigate the challenges
associated with constructing a secure
WAN over public Internet infrastructure.
We found that some of the most
difficult challenges include (i) ensuring
communication availability between
WAN sites, especially during network
congestion induced by DDoS attacks,
and (ii) achieving fine-grained path
transparency and control. We identified
several systems that help mitigate such
attacks and assessed their technology
readiness level (TRL). This year, our
focus will be on enhancing the TRL of
these systems while also conducting
further research to strengthen WAN
communication availability.

Fine-Grained Path Control. We aim to
extend SCION's capabilities of path
transparency and control to the
intra-domain router level. The idea
is to enable network operators to
communicate information about their
internal router topologies in the form

of router policies, which are then made
accessible to applications along with
a set of selectable forwarding paths.
This allows each application to choose
suitable router policies and encode the
chosen policies within its data packets.
In our past collaboration with armasuisse,
we designed and analyzed such a system
(called FABRID), and subsequently
worked on a prototype implementation.
This year, we will extend its operational
maturity to TRL 6 / 7 by rolling out and
deploying a prototype on the SCIONLab
infrastructure. We will also investigate
incentive mechanisms for ISPs, essentially
devising business models that would
incentivize ISPs to deploy the system in
their infrastructure.

DDoS Defense. We are collaboratingon a
next-generation bandwidth reservation
system.The system's modular and flexible
design allows for novel control planes,
such as a control plane implementing a
marketplace for bandwidth reservations,
and introduces features such as the
option to request reservations ahead
of time. This year, we will extend the
operational maturity of this reservation
system to TRL 6/7 by rolling out and
deploying a prototype on the SCIONLab
infrastructure.

Furthermore, we will conduct research
to ensure communication reliability
for short-lived intermediate-rate

08-Research Projects

traffic, including DNS communication,
command and control system traffic,
and access to websites. These types of
traffic are challenging to protect using
bandwidth reservations.

Since our proposed in-network DDoS
defense systems have requirements, for
example, related to time synchronization
and key distribution, we will also design
alternative systems to minimize such
requirements while still achieving high
communication availability.

Researchers

Marc Wyss

Jelte van Bommel
Juan A. Garcia-Pardo
Prof. Dr. Adrian Perrig

Industry partner
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Full-Stack Verification
of Secure Inter-Domain
Routing Protocols

Inter-domain routing is a part of the
Internet’s core infrastructure. The current-
ly used Border Gateway Protocol suffers
from attacks leading to severe disruptions
of the Internet. This prompted the deve-
lopment of a secure Internet architecture,
SCION. In this research project, we exami-
ne the SCION protocols in detail and for-
mally verify their desired functional and
security properties. We do this both at the
modeling and the implementation level.
Our goal is to gain a better understan-
ding of the underlying properties of the
SCION protocols and routing protocols in
general, and to improve on the state of
the art for the verification of concurrent
programs.

A milestone in this project was success-
fully completing the full-stack verification
of the SCION data plane protocols. To
the best of our knowledge, the SCION
router is now the first deployed networ-
king infrastructure component to have
been comprehensively verified for both
network-wide security properties and
local code properties.

To achieve this, we used the combined
model-and-code verification technique
that we previously developed. We first
formalized the data plane protocols and
their security properties (e.g. network-
wide properties such as path authori-
zation or loop freedom). We then used
refinement to derive more concrete
protocol models from which we automa-
tically extracted program specifications
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expressing the implementation’s desired
1/0 behavior (called I/0 specifications). All
these steps were formalized in the inter-
active theorem prover Isabelle/HOL. In
particular, we have proved the correct-
ness of all the refinement steps as well
as the soundness of the translation from
protocol models to I/O specifications.

We then used Gobra, a code verifier, to
prove the functional correctness of the
implementation: namely we verified
that the router code satisfies memory
and crash safety, race freedom, and that
it adheres to the I/O specification ge-
nerated from the protocol models. This
required new verification techniques
for the language features and software
designs used by the router’s Go code, and
substantial performance improvements
to Gobra to handle the code’s complexity.

As both verification efforts are soundly
linked together, our verification effort
guarantees that the security properties
proved for the protocol also hold for the
executing system. The paper presenting
this work is currently under submission
[https://arxiv.org/abs/2405.06074].

Building upon our success with the data
plane verification, the next step in this
project is the verification of the SCION
control plane. The control plane protocols
are specified in an IETF Internet Draft that
defines packet formats and high-level
goals, while the detailed protocol behavi-
ors are currently documented through an
open source reference implementation.

So far, we have developed a formal mo-
del of the control plane that provides a
complete and precise specification of

protocol behaviors. This model serves
multiple purposes: it provides an imple-
mentation-independent description of
the protocols, enables formal reasoning
about protocol properties, and can serve
as a clear reference for developing new
implementations. We have also forma-
lized the desired security properties, crea-
ting precise definitions that can be used
in formal verification. We are currently
working on aligning our formal model
and the IETF Internet Draft.

Our ongoing work focuses on formally ve-
rifying that the control plane satisfies the
desired security properties at the design
level. Notably, our previous data plane ve-
rification relies on assumptions about the
correctness of the control plane, making
this verification effort essential to estab-
lish the practical security guarantees of
the entire system and moving us closer
to a comprehensively verified secure
Internet architecture.

Further information

Jodo C. Pereira, Tobias Klenze, Sofia
Giampietro, Markus Limbeck, Dionysios
Spiliopoulos, Felix A. Wolf, Marco Eilers,
Christoph Sprenger, David Basin, Peter
Mdiller, Adrian Perrig. Protocols to Code:
Formal Verification of a Next-Generation
Internet Router, arXiv 2024.

Researchers

ETH: Prof. David Basin, Prof. Peter Miiller,
Prof. Adrian Perrig, Dr. Christoph Spren-
ger, Dr. Ralf Sasse, Sofia Giampietro,
Daniel Galan, Linard Arquint, Felix Wolf,
Jodo Carlos Mendes Pereira, Dionysios
Spiliopoulos



SBAS: Bridging the Gap
to SCION

Today, many products are offered that
enable connectivity over a globally
deployed private backbone such as
Cloudflare. However, with such networks,
customers seeking higher reliability and
security for their internet connectivity
are placing their trust in a single entity.

The inter-domain routing security
provided by SCION enables a different
approach: to construct a federated
backbone consisting of a group of
entities. In our project, we are developing
the Secure Backbone AS (SBAS), a system
that both leverages and drives partial
deployment of SCION. It can be used to
provide immediate benefits for legacy
Internet hosts today. Crucially, SBAS
requires minimal additions for Internet
Service Providers (ISPs) that already
deploy SCION and is compatible with
standard BGP practices.

The SCION architecture s already serving
a variety of use cases today. However,
without SBAS, it is not possible to carry
the benefits of SCION out into the wider
Internet: a service hosted on a SCION
endpoint will not offerimproved security
to customers of ISPs that do not deploy
SCION. Using SBAS, the space for use
cases is much larger: even endpoints
that are not aware of the system can
benefit from it, thanks to the seamless
bridge between SCION and BGP provided
by SBAS. At a small additional cost, ISPs
can therefore deploy SBAS to tap into

novel offerings for their customers, such
as hijack-resilient server addresses or
carbon-optimized Internet connections.

The goal of the SBAS project is to
design and implement the system in
a way that incurs minimal costs to the
participating ISPs, in order to provide
the financial incentives required for
real-world deployment. Moreover,
after initial prototype implementations
and experiments in academic network
testbeds, the SBAS team is currently
driving several efforts to set up a
deployment with ISPs and customers.

Further information

H.Birge-Lee, J. Wanner, G. Cimaszewski, J.
Kwon, L. Wang, F. Wirz, P. Mittal, A. Perrig,
and Y. Sun,

Creating a Secure Underlay for the
Internet,

In Proceedings of the USENIX Security
Symposium 2022.
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Researchers

Joel Wanner (ETH)

Dr. Jonghoon Kwon (ETH)
Prof. Dr. Adrian Perrig (ETH)

Prof. Dr. Prateek Mittal (Princeton)
Dr. Liang Wang (Princeton)

Henry Birge-Lee (Princeton)
Grace Cimaszewski (Princeton)
Prof. Dr. Yixin Sun (Virginia)
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Enhancing Document
Processing with
Hierarchical Structure

Automated information retrieval
techniques are powerful tools to build
knowledge bases from data available in
PDF documents, both in private
organizations, the public sector, and the
sciences. However, while these pools of
data contain valuable information, they
are typically unstructured, which poses
a major obstacle to extracting useful
insights wusing state-of-the-art
information retrieval methods. This
leads to the need for humans to
manually go through hundreds of
documents, a process that is not
scalable and thus results in large
amounts of data being left unexploited.

The goal of this project is to build an Al
system that brings structure into these
documents and thus enables further
downstream processing by information
retrieval engines. The system takes as
input PDF documents and produces
structured, intermediate representations
of the documents. To achieve this goal,
multiple challenges have to be
overcome.

First, due to a lack of publicly available
large-scale datasets, we build a system
that can annotate the hierarchical
structure of MS Word, LaTex, RTF, and
other document formats at scale. To that
end, we make use of structural
information extracted from the source
code of the documents. By crawling the
web for these file types, we use our
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annotation system to create the first
large-scale open dataset with a diverse
range of annotated documents,
reflecting the distribution of real-world
documents composed by humans.

The second challenge is to design and
train a large document analysis model
which has a general “understanding” of
document layouts, their content, and
relations between different elements of
the documents. As documents are
inherently multi-modal, the model
design needs to account for this and
make use of recent progress in natural
language processing, computer vision,
and document analysis research.

The third challenge is to design a
pipeline that allows researchers and
practitioners to fine-tune our models on
specific types of documents. As this
process often requires organizations to
provide infrastructure providers with
their data and to respect privacy
concerns, we need to develop a
technique that enables anonymization,
while still maintaining the layout and
semantic meaning of the elements
present in the documents.

Researchers

Prof. Ce Zhang (ETH)

Gero Gunkel (Zurich Insurance)
Maurice Weber (ETH)

Industry partner

ZURICH



Enhanced Security and
Efficiency in Sorting
Centers through
Computational Robotics

Swiss Post processes large volumes of
parcels every day. It is desirable to incre-
ase the efficiency of the system, to ensure
that parcels are where they are supposed
to be at the right time, and to accurately
measure the utilization of the system in
order to allocate resources correctly. At
the same time, it must be ensured that
parcels are not tampered with by mali-
cious actors.

The project aims to enable the tracking
and reconstruction of parcels throughout
a parcel facility. This enables dynamic rou-
ting forimproved efficiency. At the same
time, such a tracking system can actas a
safeguard, i.e., enable anti-fraud and anti-
tampering measures by ensuring that a
parcel does not deviate from its intended
path, and is not removed from where it
is supposed to be. Further, the system
can accurately measure and report the
types of parcels along with the volume
for recording transport utilization.

Researchers

Simon Huber (ETH)

Valentin N. Hartmann (ETH)
Stelian Coros (ETH)

Steffen Ochsenreither (Swiss Post)

Industry partner
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Design of Bug Bounty
Schemes

IT systems have security vulnerabilities—
bugs—, making them vulnerable to
attacks. Organizations traditionally built
and maintained internal security teams
to search for bugs. Yet, in recent years,
systems have increased in complexity
and internal teams are no longer
adequately equipped to warrant
security. Against this backdrop, bug
bounty programs emerged, where
external individuals probe the systems
and report any vulnerabilities (bug) in
exchange for monetary rewards
(bounty). Recent successes with these
programs have even led governments
to adopt bug bounty for enhancing
cybersecurity. The Federal Council of
Switzerland states in a recent press
release that “it is intended that ethical
hackers will search through the Federal
Administration’s productive IT system
[...] as part of so-called bug bounty
programmes.”

Our project employs tools from game
theory and mechanism design to
address bug bounty program-design
questions: How large should the crowd
of bug searchers be, and how should
they be rewarded? Should artificial bugs
be used to increase participation in bug
finding, and should their inclusion be
communicated to the bug searchers?
How do entry checks and barriers
regarding the reputation and past
achievements of bug searchers affect
the probability of finding bugs? Despite
its growing importance, however, the
design of bug bounty schemes in
softwares and blockchains has not been
the focus of economic research. Our

37

project aims to offer insights into some
of the dimensions of bug bounty design
with tools from game theory and
mechanism design.

In [1], we identify which type of bug-
search crowd guarantees that the bug is
found. Sometimes, even an unlimited
crowd is not sufficient, and it can
happen that inviting more agents
lowers the probability of finding the
bug. We characterize the optimal reward
for a bug finder and show that having
one prize (winner-takes-all) maximizes
the probability of finding the bug, but
this is not necessarily optimal. In [2], we
use a model to identify the efficiency
gains of artificial bugs. We show that it
is sufficient to insert only one artificial
bug to improve efficiency. We also
discuss how to implement artificial bugs
and outline their further benefits.

Moving forward, we plan to continue
with studying how artificial bugs can be
implemented practically. We will also
examine competition for ethical hackers
by several bug-bounty organizers,

thereby emphasizing how an individual
bug-bounty organizer can best position
itself in a competitive environment.

Further information
[1] Hans Gersbach, Akaki Mamageishvili,

and Fikri Pitsuwan (2023). Crowdsearch.
CEPR Discussion Paper No. 18529.

[2] Hans Gersbach, Fikri Pitsuwan, and
Pio Blieske (2024). Artificial Bugs for Bug
Bounty. CEPR Discussion Paper No. 19047.

Researchers

Prof. Dr. Hans Gersbach (ETH)
Dr. Hugo van Buggenum (ETH)

Industry partner



Debuglets:
Programmable Network
Debugging
Infrastructure

Debuglet is an advanced distributed
network debugging infrastructure
designed to enhance end-user
debugging on the Internet. Today’s end-
user debugging is limited to primitive
tools like ping and traceroute, leaving
users with insufficient data for isolating
network faults and no means of external
result validation. Debuglet offers a
deployable, incentivized architecture that
enables near-path network debugging
using real data packets and user-defined
code for precise and adaptable network
performance measurements.

In this system, Autonomous Systems
(ASes) deploy small-scale cloud services
for network measurement applications.
The Debuglet executor, distributed at
the edge of ASes, provides a policy-
constrained remote code execution
environment. Users can perform
real-world data-plane operations by
distributing and executing network
measurement applications at different
vantage points.

Users can pay to run their network
debugging apps in these environments,
and the results can be certified by the
deploying AS for third-party verification.
This infrastructure significantly improves
end-user debugging, accelerates network
issue identification, and introduces
innovative business models for ASes,
with even a partial deployment proving
beneficial for users.

Further information

Seyedali Tabaeiaghdaei, Filippo Costa,
Jonghoon Kwon, Patrick Bamert,
Yih-Chun Hu, and Adrian Perrig,
Debuglet: Programmable and
Verifiable Inter-domain Network
Telemetry, In Proceedings of the IEEE
International Conference on
Distributed Computing Systems
(ICDCS) 2024.
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Researchers
Seyedali Tabaeiaghdaei (ETH)
Dr. Jonghoon Kwon (ETH)

Prof. Dr. Adrian Perrig (ETH)
Patrick Bamert (ZKB)

Industry partner
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cyber.abz

In today's online world, the importance
of cybersecurity is ever-increasing. It
feels like a company is hacked every
other week. To combat this issue, the
overall education level of computer
science and cybersecurity in particular
has drastically increased over the past
years - on a technical front, as well as an
awareness front. In Switzerland,
education in media and computer
science already starts in primary schools.
With education starting this early,
proper tools are vital for the
implementation of a sustainable
learning experience.

Various platforms exist which teach
computer science and specifically topics
of cybersecurity to their users. However,
most of these platforms are either
focusing on furthering the education of
existing industry professionals, or they
are used in a leisure setting to host
various cybersecurity-related challenges.
The little number of platforms which are
actually targeting a younger and/or less
experienced audience mostly still have
a rather high entry barrier, as they
require the set-up of additional software
and potentially depend on existing
programming knowledge.

This project introduces a novel learning
platform which focuses on teaching
cybersecurity topics to high school
students. The platform is fully browser-
based and does not require any prior
programming experience, thus
removing the entry barrier of existing
platforms.
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For now, it consists of two components:
the lesson center and a target
application. The former holds various
lessons which can be worked through
by the students, while the latter serves
as a playground for the students to
apply their newly learned knowledge

and experiment with their own ideas.

Helper tools in the lesson center provide
useful information about the student's
interaction with the target application.

In the current implementation, a social
media network serves as the target
application, while an HTTP request
inspector serves as a helper tool in the
lesson center. Through the interactive
lessons, the students are guided
towards exploiting the vulnerabilities of
the social media network. The students
need to answer questions and solve
interactive tasks to progress in the
lessons and come closer to their
ultimate goal: gain full access to another
account.

While the social media network has
intended vulnerabilities, the system is
created with multiple safeguards such
that students cannot gain access to each
others accounts. This makes the tool a
great fit for any high school classroom.

Researchers

Prof. Dr. Dennis Komm
Prof. Dr. Srdjan Capkun
Sven Griibel
Daniele Lain



Enhancing Art
Engagement with
Character-Driven
Augmented Reality
- Phase 2

Swiss Post has a long-standing
commitment to art and has been collecting
contemporary art since 1924. Its collection
now comprises more than 400 works of art
of particular relevance to Switzerland and
the Swiss population. However, despite
the collection’s significance, making it
accessible to the Swiss population remains
challenging. The places where art can be
displayed are limited and often inaccessible
to the public.

To address this situation, the Swiss
Post and the Game Technology Center
(GTC) at ETH Zirich have engaged in a
research collaboration to explore the use
of augmented reality (AR) in combination
with virtual characters to create novel and
playful interactive experiences with the
Swiss Post’s art collection. In 2024, the
collaboration entered its second phase,
building on the foundational work
completed in the initial phase. This year's
efforts focused on refining and expanding
the existing mobile application to create
a more engaging and scalable user
experience.

Refinement of Virtual Characters

A focus of Phase 2 was improving the
quality and appeal of the virtual characters
within the app. Building on the prototype
developed in Phase 1, significant attention
was paid to enhancing the realism and
expressiveness of the characters and
making them more engaging by reworking

their appearance and improving the dialog
system and voice synthesis.

Introduction of "Artwork of the Day"

Phase 2 introduced the "Artwork of the
Day" mechanic. Drawing inspiration
from daily reward systems in games and
advent calendars, this feature replaces
the previous ArtCards mechanic. The AR
experience is now triggered directly on
any surface, such as a table, without an
ArtCard. Each day, the game characters
present a new artwork and challenge the
player with a quiz about it, making the
experience more dynamic and engaging.
The daily artwork feature presents users
with new content every day, encouraging
them to return regularly. This shift also
reduced content production effort while
enhancing user retention and interaction
through shorter, more frequent sessions.

Exploration of Al-Driven Content
Generation

To further reduce the burden on the
Swiss Post’s curatorial team, Phase 2 also
focused on exploring automated content
creation using LLMs. An automated content
pipeline was developed that includes
data acquisition, data retrieval, question
generation, translation into four languages,
and dialog generation to automatically
synthesize quiz questions and dialogs
based on structured or unstructured
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information about the artworks and artists.
This approach provides a scalable solution
for content production and has shown
promise in reducing the manual effort
required to curate content for new artworks.

Evaluation

In December 2024, we will conduct an
evaluation user study with both Post and
ETH employees to collect feedback on
the app and assess its functionality and
user experience.

The project's progress this year reflects
the joint commitment of Swiss Post and
the GTC to make art more accessible to
the Swiss public through innovative digital
experiences.

Researchers

ETH: Borge Scheel, Fraser Rothnie,

Dr. Fabio Zund, Prof. Robert W. Sumner
Die Post: Diana Pavlicek, Joel Gessler,
Alexandre Staub

Industry partner
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The companies founded by ZISC researcher are listed here*
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Affiliated Faculty Members

The ZISC center works in close collaboration with the following
ETH faculty members:

Prof. Stelian Coros leads the
Computational Robotics Lab
whose research is about robots
who understand the physical
world and function as skilled
co-workers and trusted social
companions.

Prof. Hans Gersbach is a profes-
sor of Macroeconomics: Innova-
tion and Policy at D-MTEC. His
joint research with ZISC focuses
on secure governance schemes
through assessment voting and
vote delegation.

Prof. Christian Holz leads the
Sensing, Interaction and Percep-
tion Lab whose research covers
topics ranging from technical
computer-human interaction
to wearable sensing and virtual
reality.

Prof. Peter Miiller leads the Chair of
Programming Methodology where
the main research objective is to ena-
ble programmers to develop correct
software.

Prof. Laurent Yanhever leads the Net-
worked Systems Group whose goal is
to make the current and future net-
works, especially the Internet, easier
to design, understand and operate.

Prof. Dennis Komm leads the Algorithms
and Didactics group whose research fo-
cusses on the sustainable impartation
of core concepts of computer science.
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11-ZISC 20-years anniversary celebration

ZISC 20-years anniversary
celebration

Zurich Information Security and Privacy
Center (ZISC) was established in 2003 to
bring academia and industry together
to address the information security
challenges of tomorrow. Today, this
mission remains more relevant than
ever.

On March 6, 2024, we celebrated the 20
years of the ZISC center with a special
event and a networking Apero at ETH
Zurich’s Audi Max and Dozentenfoyer.

In the event, Prof. Srdjan Capkun, the
Chair of the center, provided a brief
history of the center and an overview of
its main achievements. This talk
included many research highlights
contributed by ZISC researchers over
the years.

The keynote speaker of the event was
Prof. Adi Shamir who is a Turing-award
winner and one of the founders of
modern cryptography. Adi Shamir has
made numerous significant
contributions to the fields of information
security and privacy. In this event he was
talking about his latest work regarding
attacks on Al models.

In addition, the audience received
research talks from Prof. Kenny Paterson
and Prof. Florian Trameér, both from ETH

Zurich and part of the ZISC faculty.

Kenny Paterson is a renowned expert in
applied cryptography and his talk
focused on attacks on end-to-end
encrypted cloud storage systems.
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Florian Trameér is an expert in Al security
and privacy. His talk included fascinating
examples of security issues in large
language models.

The industry talk of the event was given
by Mona Vij from Intel Labs. She is well-
know experts in the topics of secure
cloud computing and trusted execution
environments. Her talk provided
valuable insights on where the industry
is heading with these important
technologies.

Finally, the event included a panel
discussion hosted by Srdjan Capkun.
The panelists included Kenny Paterson,
Mona Vij, Adi Shamir and Florian Schiitz,
who is the Director of the Swiss National
Cyber Security center, acting there as a
contact point for politicians, media and
the general public in various matters of
cyber security.

The panel discussion touched upon
many challenging and controversial
topics, including surveillance and
interception of encrypted
communication, existential risks of Al,
and practical usefulness of quantum key
distribution.

The event was hosted by Dr. Kari
Kostiainen who is the Director of ZISC
center.

The evening ended with a networking
Apero at the Dozentenfoyer of ETH
Zurich. The ZISC center would like to
thank all the people who joined us for
this special celebration. The ZISC center
would also like to thank its sponsors for
all the support over the past 20 years.
Thank you!
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12-Administrative Team

Administrative Team
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Saskia Wolf

Administrative Assistant for
Prof. Capkun, Prof. Basin, Prof.
Shinde.

Vivien Klomp

Administrative Assistant for
Prof. Capkun, Prof. Basin, Prof.
Tramer.
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Further Information

For more information:
https://zisc.ethz.ch/

How to find us:
Postal address

ETH Zurich

Department of Computer Science
Zurich Information Security and Privacy
Center

Universitatstrasse 6

CAB/CNBF

8092 Zurich

Physical address
Entrance to CNB building

ETH Zurich

Department of Computer Science
Zurich Information Security and Privacy
Center

Unversitatstrasse 6

Buildings CNB and CAB, floor F (ZISC
Openlab F100.9)

8006 Zurich

Schweiz

phone +41 (0)44 632 86 89

13-Further Information
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Contact
https://zisc.ethz.ch/
ETH Zurich
Department of Computer Science
Zurich Information Security and Privacy Center
Universitatstrasse 6
CAB/CNB F
8092 Zurich
Schweiz
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