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7@ zuricH  What does «insurable» mean?

» Policyholders pay premiums - protection against dangers (e.g. cyber crime) -
occurrence of the insured circumstance - insurance indemnity is paid out

« Circumstance is usually unpredictable and unavoidable

« Risk or damage must be expressed in numbers or financial values (quantifiability)
« Concept of Impact/Frequency

* Restrictions and exclusions in the insurance conditions

 Insurance model works when premiums > insurance benefits

Law of large numbers: average of the results obtained from a large number of
samples converges to the true value, if it exists.

4

- Guarantees stable long-term results for the averages of some random events.
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@ zuricH  What is insured under a Cyber policy?

3'd Party Liability

JPre- General Liability for
breach* Regulatory Proceedings

G2

Claims history provides insight into risk
profile - cyber often has negative
correlation

Cyber insurance provides coverage for
extreme individual cases and is not
project insurance

1st Party Damage

Data Recovery

O

Cyber Extortion

w

,Post-
breach®
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Risk Exposure

Where does the risk come from and how to assess it?

« Govern

* Identify

* Protect

* Detect

* Respond
* Recover

Frameworks: NIST, 1ISO27001, COBIT,

etc.

INTERNAL USE ONLY

4z Company Size
- Revenues / Profit
- Employees

Amount of data-set records stored in own
network

- PII, PHI, PCI

- Biometric Data
» Sector / Industry

* Business Activities

Business

Profile

¢ ZURICH

GDPR, DSG, US Federal Privacy Bill

(Draft);

HIPAA, PCI-DSS, BIPA;

SEC

FINMA, FMA, BAFIN;

CRA, NIS2, DORA, EU Al Act;

~
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MOST FREQUENT IT-SECURITY FLAWS

Awareness Trainings and MFA Back-up Strategy Patching Network Incident Privileged Account  SOC No Appetite
Phishing Simulations and DRP Strategy and  Separation Response and Management

Legacy/EOL and BCP

Systems Segregation
Either complete absence or No MFA for Remote  Backups are not Patching cycles IT and OT Insufficient No PAM No 24/7 SOC or even  Not within the Risk Appetite
insufficient implementation of Access, 3rd-party stored offsite are not focusing environments definition of none at all due to the company’s
awareness trainings and/or access and/or and/or outside of  on critical assets (or critical incident response business activities.
phishing simulation. privileged access the business and not done on systems in process and roles.

network regular basis. general) are not

separted and  Absence of BCP
legacy / EOL segregated
systems are sufficiently
lacking security
measures.

Awareness Trainings and Phishing Simulations 5,5%
SOC 6,5%
Patching Strategy and Legacy/EOL Systems 10%
Backup Strategy and DRP 10%
No Appetite due to Business Activities 11%
Privileged Account Management 11%
Incident Response and BCP 14%
Network Segregation 16%
MFA 16%
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Risk Interconnections from Cyber Insecurity

WEF Risk Report shows what “systemic risk” means

World Economic Forum in collaboration with
Zurich Insurance and Marsh McLennan

» Captured insights from nearly 1'500 global
experts

« Technological and Environmental are top global
risks ranked by severity over the next 2 and 10
years.

* Mis- and Disinformation takes the top spot on the

short-run
Reference
*  Cyber Insecurity takes the 4th rank on the short- .
run and 8th rank on the long run. (RN
» Interconnectivity shows the “systemic risk” ) A
character
Nodes
Risk influence
—~— High
——+— Medium
a— Low

Source

Disruptions to a systemically

Risk Interconnections: Cyber Insecurity

Intrastate violence .

Terrorist attacks @)

Censorship and surveillance

‘ Misinformation and disinformation
Adverse outcomes of
frontier technologies

Technological power
concentration

Involuntary migration .

of Al'technologies

Disruptions to
itical infrastructure

important supply chain Lack of economic opportuni

Concentration of
strategic resources

Economic downturn ‘

. Geoeconomic confrontation

. Infiation

‘ Debt Il @ lllicit economic activity
Unemployment

| Environmental

Relative influence
High
Medium
Low Risk categories

| Economic | Geopolitical | Societal I Technological

WORLD
ECONOMIC
World Economic Forum Global Risks FORUM

Perception Survey 2023-2024.

[1] World Economic Forum Global Risks Report 2024
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Modeled loss events Iin Switzerland
Risk Model by SVV in collaboration with Moody’s RMS

in Bn CHF
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» Economic and insured damage compared for 50-year, 100-year or 250-year events
» Systemic risks are not included (natural hazards, infrastructure failure, war, etc.)
* Most important financial risks directly resulting from cyber attack are included

« Data from the estimated economic damage

[2] Schweizerische Versicherungsverband (SVV)
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X Versicherungsliicke

In Zusammenarbeit mit

Moobys ™

m Skonomischer Schaden
m versicherter Schaden

(2]
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Insights from Cyentia — IRIS-Report @ ZURICH

Based on Advisen — leading provider of data, technology, events, and media for insurance professionals

3
Median loss: | Geometric mean: 95th percentile Losses observed per sector [ ]
$259K [$266K Loss: $52M

Sector Geometric mean 95th percentile

Administrative $183K

Agriculture $61K

+  World-wide real data on challenges of managing baacdiinco sacs
cyber risks Education $139K $5M
Entertainment $468K $92M
* Over 77,000 cyber events 2 S $437K 588M

2
« USD 57 billion in reported losses T 1 R 1 — == realthcare = -
. ] \ Total losses Hospitality $217K $52M
° USD 72 bllllon com prom Ised data Sets Figure 6: Distribution of reported losses for security incidents from 2012 to 2021 iileanatsn $476K $108M
« Insurers experiences are confirming these | Revenueunknown) o+ « o o0 & %’ﬂ{\ £ ,:«" W‘-ﬁ wﬁi‘w“ S2355M &« . [ Manpent i i
numbers More then $1008 $1,038,000 l » | $179.13M Manufacturing $467K $108M
Mining $2M $8M
«  Comparison of impact between “big enterprise” AN " P S s130
and “small shop” Sl ' 2 stea0 | T seaou Professional $384K $91M
. . . $100M to $18 " sne, -~1oumsmmo am"-' $1322M ¢+ .
«  Comparison of impacts from major loss events !EI!EH II oo i i
between primary sectors $10M to $100M SRR RPN IS sm,noo}, ﬂ&;&é.‘g-}{ $5.23M -+ Real Estate $131K $4M
SIMto S10M o e ;}:‘ }}- suz,oou ;ﬁ‘ t. T8 -ol $1334M &+ » Retail $354K $52M
$100k to $1M » . vl BF. f.;. 5121,000},..#,3 RN A k $12.26M *+ o Trade $317K LT -
N— .. % .:: 688,000 1 0t o 2w Transportation $369K $17™
$100 v S o e S s18 sis  \Utilities 5298K S19M
Loss Table 4 (Right): Loss magnitude summary
k Figure 7: Distribution of reported cyber event losses by firm size (in revenue) ) statistics by sector
[3] Cyentia Institute - Information Risk Insights Study 2022 9 © Zurich
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Update 2023 — Digital Crime Police Report

Jahresbericht 2023 der polizeilich registrierten Straftaten

INTERNAL USE ONLY

Straftaten der digitalen Kriminalitdt nach Modus Operandi

ras (4]

2022 2023 T
0 Vorjahr
Total 33345 34.3% 43833 23.5% s
Cyber-Wirt schaftskriminalitst ETT IT9% 40 496 183% 36%
Phishung 2236 63% aT3I6 a5% T0%
Hacking: Gewallsares Eindringen in ein
:Ia!m:mrb-eﬂul‘gssyﬁem - 6 o 214 o e
::c‘r:njuenc:‘.;r;:gm;:l::m Daterverarbeiungssysten mi T35 125% ] 85% 105
Malware = Ransormwane an7 1.3% 252 04% -18%
Malware = E-Banking Trojaner 48 61% 38 75% 2%
Malware - Spyware 15 200% 13 462% -13%
Malware - Rogueware/Scareware 45 00% 163 A 262%
Mahvare - Botnet 7 0o% o o0% 4%
DS 16 125% 17 18% 5%
Cyberbetrug 2207 % 03I 18T% aTx
dirvon: CEQ/BEC Belrug 201 2% 412 73% %
diavon Betripernisehe infamalshops B4z 464% E7E 243% 25%
dhavon. Falsche Immotiisnanz sipen £33 8% G285 65% 2%
dhavon. Falsche Linfersratzungsaniagen a4 4% 343 11.4% 265%
dhavon. Vorschusshedug 513 1371% 535 11.8% 4%
dhavon. Befrigernise her lechnischer Support 1534 0% a1z 9% 25%
dhavon: Romance Scam 698 79% 661 17.9% 5%
dirvon: Keinandepephltformen = Ware acht bazahll 527 245% &7 168% 8%
vty Klernanzeipepkaftfommen ~ Ware aht peliefen 8453 452% 10443 299% 23%
diarvon: Mizsbiguch von Drline-Zahis LW erTkaten
e ainar fremden identiti, v w::;ynsn.grutegdm s&at 1% 10883 i e
davon: Onking Amagebeirnug 1590 0% 2355 6% 5%
diarvon: Ancerer Infermetbernug = 251% @z 17.9% 20%
Money Packige Mules 2045 B1.6% aooz 465% 47w
Sextartion (Maney) 1563 4% 1636 42% =
Diebstahl von KeyplowBhrngen o 55% as 94% -13%
Cyber-Sexualdelikte 2820 929% 2E1 91,5% -T%
Werbatans Pormogralie 2594 249% 2350 939% 9%
Groaming 141 B16% L) 843% -10%
Sextorton (Sex) ES 400% 108 463% E5%
Live Strearning 20 90,0% 26 100,0% 0%
Cyber-Rufschadigung und unlauteres Verhalten B47 629% 725 59,3% -14%
Cybersquatting m 28% 53 19% 5%
Cyber-AulschEdigung (geschihlich) &3 B53% 58 621% 15%
Cyberbuilying/Cybermabling 707 BT B4 54.0% RE
Darknet o - 4 50.0% =
IBegaler Handel i Darknet o - 4 BO0.0% -
Andere 1 0.0% 3 66,7% 200%
Data keaking 1 0o% 3 B6.7% 00%
tuelefn): 8F% - Polirelb he Kriminaistatistic (PX5) 2023 SBFE 0

[4] Polizeiliche Kriminalstatistik (PKS) - Jahresbericht 2023

3.10.1 Straftaten mit sinem Modus Operandi der digitalen Kriminalitat

Straftaten mit einem Modus Operandi der digitalen Kriminalitst

T33

e Differenz

Straftaten Straftaten Wl
Total Digitale Kriminalitdt 33345 43839 %
Unibefugte Datenbeschalfung (A 143) 1080 1682 55%
Unibefughes Eindringen in én Dalenverarbeitungssystern (A, 14357 801 G676 12%
DatenbeschBdigung (A 14257 B559 548 2%
Batrug (A 145) 18338 2339 28%
Betrligenscher Misshrauch einer Daterverarbeilungsantage (Art. 147) JEB58 T2 a23%
Erpressung (Arl 155) 1303 1319 1%
Uble Machrede (. 173) 253 2n -13%
Verleurndung (Art. 174) 174 207 19%
Baschimpiung (AL 177) 121 100 -T%
":ll';lamﬂ-l-l.l]rq s Geheim- ader Prvisibereichs durch Aufnahmeger@te (A, amn ol g%
Mirstrauch einer Fernmmeldeanlage (An. 179 =i} s A%
Unbefugles Beschalfen von Parsonendaten (A, 175 71 e 65%
entiEtsmissbrauch (A, 179 E 80 =
Drehurg (An. T80) B 76 3%
Nabgung (Art TET) 62 =3 53%
Sexuelle Hanclungen mit Kingenm (A1 187) az &5 -30%
Parnagrafie (ArL 197) 1T4E 1535 %
Urkundenfiilschung (Art 251) 265 577 53%
Geldwiischerei (An. 305°7) 3026 4086 a5%
(orige Adtikel SIGE® ) &3 9%

“Der Art. 1799 36 (|dentitdtsmissbrauch] frat am 1. September 2023 in Kraft

“Hichieros [Art. 160), Werletzung des Fabrikations- oder Geschiftsgeheimnisses (&t 162), Sexuclle Belistiqung (4rt. 158], Strung won Betnchen, de der
Allgemeinhest dienen [Art. 239, Filschung won Susvwesen (At 252, Disknminienong und Sufruf oo Hass (St 261, Yerietzung Amisgeheimnes (A 20,

Verietnung Berufsgeheimnis (Art. 221), Verietnung des Berufsgeheimnisses in der Forschung am Menschen (Art. 2215, Yerletnung Post-/Fernmeldegeheimnis

(At 321"

Quellein): BFS — Polizeiliche Krimimalstatistk (PRE) 2023

CEFE 2024
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Spotlight: Ransomware

* We mostly worry about financially motivated
ransomware actors

« Benefit over costs is high

« Low level of persecution

« High level of volume

« Potentially high level of impact

« Trends are similar in Europe and USA

* Implementation of MFA and a solid back-up
strategy were the main drivers to reduce
likelihood of an attack and increase chances of full
recovery

* Pre-defined incident response strategies were
the main drivers behind loss mitigation

* Avoid being “low hanging fruit”

[5] Arete / Cyentia

[6] Statista
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Intrusion methods used in ransomware attacks by industry 2023

Critical Financial Professional Tech, Eng,

Infrastructure Services Healthcare Manufacturing ~ Services  Public Service Retail Social Media [5]
remote access [ NN T 5% 4% 29% &%
unknown/other  [[EEINN - B 21% 15% 26% 0%
i i || 5% &%
malicious email “ 8% 8%
stolen credentials “ “ 5%
service provider “ “

drive-by-download

default credentials

Ro%ﬁcauses of ransomware attacks in organizations worldwide as of March 2023

36%

[6]

35%

30%

Share of respondents
ha ra
=] n
E3 ®

n
®

13%

=]
&

n
*®

3%

[=]
"

Exploited Comp
vulnerability credentials

romised Malicious email Phishing Brute force attack Download
1
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¢d zuricH  Conclusion

(How) can we assess the realistic real-life impact of claimed security vulnerabilities?
* Insurance approach:

- Define and frame covered scenarios, which aim to insure the most demanded risk transfer requests
— Within this frame, assess the risk based on data and loss experiences.

* A‘realistic real-life impact” can be quantified with direct financial loss from a security or privacy incident.

Reinsurers, have an excellent view on the vulnerabilities and incidents that cause most damage (or “impact” so to say)
- Insight into events covered as well as uncovered by insurance
- Broad geographical insurance exposures in many diversified industries

+ Historic data-sets not enough to have high confidence with estimated maximum losses and risk quantification
« Highly volatile information security environment makes this even less predictable
- reflected in risk management of insurance carriers

Why are some vulnerabilities not addressed?

Low-hanging fruit:

— poor privileged account management,

- bad back-up strategies

— overall lack of security awareness

» Vulnerabilities need to be exploited for harm to happen

* Relatively easily exploitable; otherwise next company/target

» Biggest vulnerability > people

+ Immediate recall or replacement affects availability of business activities
* Impact on profits and potentially requires additional investments

© Zurich




¢d ZURICH

Thank you for your Attention!

Any Questions?
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