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What does «insurable» mean?

• Policyholders pay premiums → protection against dangers (e.g. cyber crime) →

occurrence of the insured circumstance → insurance indemnity is paid out

• Circumstance is usually unpredictable and unavoidable

• Risk or damage must be expressed in numbers or financial values (quantifiability)

• Concept of Impact/Frequency

• Restrictions and exclusions in the insurance conditions

• Insurance model works when premiums > insurance benefits

Law of large numbers: average of the results obtained from a large number of 

samples converges to the true value, if it exists.

→Guarantees stable long-term results for the averages of some random events.
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B I B II

B III B IV

A I

1st Party Damage

3rd Party Liability

Business Interruption Cyber Extortion

„Pre-

breach“

„Post-

breach“
General Liability for 

Regulatory Proceedings

Privacy Breach Data Recovery

• Claims history provides insight into risk

profile - cyber often has negative

correlation

• Cyber insurance provides coverage for

extreme individual cases and is not

project insurance

What is insured under a Cyber policy?
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Risk Exposure
Where does the risk come from and how to assess it?
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IT-Security 
Maturity

Business 
Profile Regulators

• Govern

• Identify

• Protect

• Detect

• Respond

• Recover

Frameworks: NIST, ISO27001, COBIT, 

etc.

• Company Size

− Revenues / Profit

− Employees

• Amount of data-set records stored in own 

network

− PII, PHI, PCI

− Biometric Data

• Sector / Industry

• Business Activities

• GDPR, DSG, US Federal Privacy Bill 

(Draft);

• HIPAA, PCI-DSS, BIPA;

• SEC

• FINMA, FMA, BAFIN;

• CRA, NIS2,  DORA, EU AI Act;
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16%

16%

14%

11%

11%

10%

10%

6,5%

5,5%

MFA

Network Segregation

Incident Response and BCP

Privileged Account Management

No Appetite due to Business Activities

Backup Strategy and DRP

Patching Strategy and Legacy/EOL Systems

SOC

Awareness Trainings and Phishing Simulations

MOST FREQUENT IT-SECURITY FLAWS

Awareness Trainings and 
Phishing Simulations 

MFA Back-up Strategy 
and DRP

Patching 
Strategy and 
Legacy/EOL 
Systems

Network 
Separation 
and 
Segregation

Incident 
Response and 
BCP

Privileged Account 
Management

SOC No Appetite

Either complete absence or 
insufficient implementation of 
awareness trainings and/or 
phishing simulation.

No MFA for Remote 
Access, 3rd-party 
access and/or 
privileged access

Backups are not 
stored offsite 
and/or outside of 
the business 
network

Patching cycles 
are not focusing 
on critical assets 
and not done on 
regular basis.

legacy / EOL 
systems are 
lacking security 
measures.

IT and OT 
environments 
(or critical 
systems in 
general) are not 
separted and 
segregated 
sufficiently

Insufficient 
definition of 
incident response 
process and roles.

Absence of BCP

No PAM No 24/7 SOC or even 
none at all

Not within the Risk Appetite 
due to the company’s 
business activities.
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Risk Interconnections from Cyber Insecurity
WEF Risk Report shows what “systemic risk” means

7[1] World Economic Forum Global Risks Report 2024

[1] 

• World Economic Forum in collaboration with 

Zurich Insurance and Marsh McLennan 

• Captured insights from nearly 1'500 global 

experts

• Technological and Environmental are top global 

risks ranked by severity over the next 2 and 10 

years.

• Mis- and Disinformation takes the top spot on the 

short-run

• Cyber Insecurity takes the 4th rank on the short-

run and 8th rank on the long run.

• Interconnectivity shows the “systemic risk” 

character
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Modeled loss events in Switzerland
Risk Model by SVV in collaboration with Moody’s RMS

8[2] Schweizerische Versicherungsverband (SVV)

[2] 

• Economic and insured damage compared for 50-year, 100-year or 250-year events

• Systemic risks are not included (natural hazards, infrastructure failure, war, etc.)

• Most important financial risks directly resulting from cyber attack are included

• Data from the estimated economic damage 

in Bn CHF 
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Insights from Cyentia – IRIS-Report
Based on Advisen – leading provider of data, technology, events, and media for insurance professionals

9[3] Cyentia Institute - Information Risk Insights Study 2022

• World-wide real data on challenges of managing 

cyber risks

• Over 77,000 cyber events

• USD 57 billion in reported losses

• USD 72 billion compromised data sets 

• Insurers experiences are confirming these 

numbers

• Comparison of impact between “big enterprise” 

and “small shop”

• Comparison of impacts from major loss events 

between primary sectors

[3] 
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Update 2023 – Digital Crime Police Report  
Jahresbericht 2023 der polizeilich registrierten Straftaten

10[4] Polizeiliche Kriminalstatistik (PKS) - Jahresbericht 2023

[4] 
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• We mostly worry about financially motivated 

ransomware actors 

• Benefit over costs is high

• Low level of persecution

• High level of volume

• Potentially high level of impact

• Trends are similar in Europe and USA

• Implementation of MFA and a solid back-up 

strategy were the main drivers to reduce 

likelihood of an attack and increase chances of full 

recovery

• Pre-defined incident response strategies were 

the main drivers behind loss mitigation

• Avoid being “low hanging fruit”

Spotlight: Ransomware

Root causes of ransomware attacks in organizations worldwide as of March 2023

11

[5] Arete / Cyentia

[6] Statista

[5] 

[6] 

Intrusion methods used in ransomware attacks by industry 2023
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Conclusion

(How) can we assess the realistic real-life impact of claimed security vulnerabilities?

• Insurance approach:
− Define and frame covered scenarios, which aim to insure the most demanded risk transfer requests

− Within this frame, assess the risk based on data and loss experiences.

• A “realistic real-life impact” can be quantified with direct financial loss from a security or privacy incident.

• Reinsurers, have an excellent view on the vulnerabilities and incidents that cause most damage (or “impact” so to say)
− Insight into events covered as well as uncovered by insurance

− Broad geographical insurance exposures in many diversified industries

• Historic data-sets not enough to have high confidence with estimated maximum losses and risk quantification

• Highly volatile information security environment makes this even less predictable

→ reflected in risk management of insurance carriers

Why are some vulnerabilities not addressed?

• Low-hanging fruit:
− poor privileged account management,

− bad back-up strategies

− overall lack of security awareness

• Vulnerabilities need to be exploited for harm to happen

• Relatively easily exploitable; otherwise next company/target

• Biggest vulnerability → people

• Immediate recall or replacement affects availability of business activities

• Impact on profits and potentially requires additional investments
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Thank you for your Attention!

Any Questions?
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