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Who is this guy, BTW?

{               Security Engineer Adobe Research Switzerland








{                Internet Bug Bounty, Google Security Hall of Fame, Facebook 
Security Whitehat, GitHub Security Bug Bounty, Microsoft Honor Roll


{               Found vulnerabilities in OpenSSL , Google Chrome, Firefox, Safari


{               Co-Author of “OAuth 2 in Action” 
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When climbing the Elliptic learning Curve can 
go covfefe 









History of Elliptic Curve (Cryptography)


{ Diophantus (Arithmetica ~3rd century AD)


{ Henri Poincaré (1901)


{ André Weil (1929)


{ Hendrik Lenstra (1984)


{ Koblitz and independently Miller (1985)










What is an Elliptic Curve


An elliptic curve is the set of solutions defined by 
an equation of the form





y2 = x3 + ax + b 





What is an Elliptic Curve


  



y2 = x3 + 4x + 20 



Elliptic Curve Addition


  



P 

Q 

R 

-R = P ⊕ R  

★




Elliptic Curve Addition


  



-P 

P 

Point at infinity 



Elliptic Curve Point Multiplication 


  

 P R 

-R = 2P 

★




Elliptic Curve over Finite Fields


  



y2 = x3 + 4x + 20  
over Finite Field of size 191 



History of JOSE


{ Somehow inspired by some exploration done by 
Magic Signatures 


{ Merged with Web Object Signing and Encryption 
WG (WOES) 


{ First draft of JWT in July of 2011


{ RFCs in 2015







Credit: http://www.thread-safe.com/2015/01/jwt-5-years-in-making-history.html




JOSE’s family


{ JWT (JSON Web Token RFC 7519)


{ JWA (JSON Web Algorithms RFC 7518)


{ JWK (JSON Web Key RFC 7517)


{ JWS (JSON Web Signature RFC 7515)


{ JWE (JSON Web Encryption RFC 7516)










 JSON Web Token



eyJhbGciOiJIUzI1NiIs
InR5cCI6IkpXVCJ9. 
eyJhdWQiOiJvYXV0a
HdzMjAxNyIsImlzcyI
6ImFzYW5zbyIsInN1
YiI6ImFzYW5zbyIsIm
V4cCI6MTQ5OTY4N
DAzNywiaWF0IjoxN
Dk5Njk1MDM3fQ.M
aGUiPg07ezuP9yAO
aVLETQH6HMOpfoG
wg_c0-PDw


{"alg":"HS256","typ":"JWT"} 


{"aud":"oauthws2017","iss":"asanso","sub":"asanso","exp"
:1499684037,"iat":1499695037}


HMAC


Header


Claims


Signature


★




JWE (JSON Web Encryption RFC  7516)





{     The JWE Protected Header


{     The JWE Encrypted Key


{     The JWE Initialization Vector


{     The JWE Ciphertext


{     The JWE Authentication Tag







JWE (JSON Web Encryption RFC  7516)


eyJhbGciOiJSU0EtT0FFUCIsImVuYyI6IkEy
NTZHQ00ifQ.OKOawDo13gRp2ojaHV7LF
pZcgV7T6DVZKTyKOMTYUmKoTCVJRgck
CL9kiMT03JGeipsEdY3mx_etLbbWSrFr05
kLzcSr4qKAq7YN7e9jwQRb23nfa6c9d-
StnImGyFDbSv04uVuxIp5Zms1gNxKKK2D
a14B8S4rzVRltdYwam_lDp5XnZAYpQdb7
6FdIKLaVmqgfwX7XWRxv2322i-
vDxRfqNzo_tETKzpVLzfiwQyeyPGLBIO56
YJ7eObdv0je81860ppamavo35UgoRdbYa
Bcoh9QcfylQr66oc6vFWXRcZ_ZT2LawVC
WTIy3brGPi6UklfCpIMfIjf7iGdXKHzg.
48V1_ALb6US04U3b5eym8TW_c8SuK0ltJ
3rpYIzOeDQz7TALvtu6UG9oMo4vpzs9tX
_EFShS8iB7j6jiSdiwkIr3ajwQzaBtQD_A.XF
BoMYUZodetZdvTiFvSkQ




Public key cryptography








+


DH Key Exchange 
 
















Client




Server


g,p


yb g, p 


 

yb = gb (mod p)


 


Ephemeral



 

 


Random b 


 TLS_DHE_RSA_WITH_AES_128…. 

 




+


DH Key Exchange 
 








Client




Server


g,p


yb,g, p 

 


yb = gb (mod p)

 


ya = ga (mod p)

 


ya 

 




+


DH Key Exchange









Client




Server


m = premaster key


yb


ya 




 


m = gba (mod p) 


(yb)a = (gb)a = gba (mod p)

 


m = gab (mod p) 


(ya)b = (ga)b = gab (mod p)

 


yb = gb (mod p) 


ya = ga (mod p)

 


★




+


ECDH Key Exchange 
TLS_ECDHE_RSA_WITH_AES_128









Client




Server


Fix prime p and point G on a curve


 B = v . G (mod p)


A = u . G (mod p)




 


random u


m = u . B = u . (v . G) = (uv) . G


 


random v


m = v . A = v . (u . G) = (uv) . G


 


★


m = premaster key




Which Curve?


  



Credit: http://cr.yp.to/talks/2008.05.12/zoo.html


P-256 



+


Invalid Curve Attack Requirement #1  
(Static ephemeral keys) TLS_ECDHE_RSA_WITH_AES_128









Client




Server


Fix prime p and point G on a curve


 B = v . G (mod p)


A = u . G (mod p)




 


random u


m = u . B = u . (v . G) = (uv) . G


 


random v

static v





m = v . A = v . (u . G) = (uv) . G


 


★


m = premaster key




Invalid curve attack in JWE ECDH-ES


  





JWE ECDH-ES 
Key Agreement with Elliptic Curve Diffie-

Hellman Ephemeral Static (ECDH-ES)
  



Server 
Key Static




JWE ECDH-ES 










Client


GET /ecdh-es-public.json HTTP 1.1 
Host: obscure-everglades-31759.herokuapp.com 



 


static v


{"kty":"EC","kid":"3f7b122d-e9d2-4ff7-bdeb-
a1487063d799","crv":"P-256","x":"ufQkXr3L84

1ATLhZ4rQ4e--
udQtLWawOxmjVjg88Y8Q","y":"mEfxmKOAIqlEo9oA

WpI8KUk82G7xh_2BOfTglU5GPss"} 
 B = v . G (mod p)




JWE ECDH-ES 










Client




 


random u


u . B = u . (v . G) = (uv) . G


 


static v


A = u . G (mod p)

 


{Protected Header}
.{Encrypted Key}.{Ciphertext}…


eyJhbGciOiJSU0EtT0FFUCIsImVuYyI6Ik
EyNTZHQ00ifQ.OKOawDo13gRp2ojaH
V7LFpZcgV7T6DVZKTyKOMTYUmKoT
CVJR…




Server


HTTP POST 




A = u . G (mod p)

 


 HTTP GET  



B = v . G (mod p)


v . A = v . (u . G) = (uv) . G


 

HTTP/1.1 200 OK 

★




JWE ECDH-ES 










Client




 


static v


COVFEFE… 




Server
HTTP POST


 HTTP GET  



B = v . G (mod p)


HTTP/1.1 400 BAD REQUEST 

★




Addition on Weierstrass curve


  



P 

Q 

R 

-R = P ⊕ R  

★




Addition on Weierstrass curve


  



★

y2 = x3 + ax + b 

for x1≠ x2 (x1,y1) + (x2, y2) =   
λ = (y2 – y1)/ (x2 – x1) 
x3 = λ2 – x1 – x2 
y3 = λ(x1 – x3) – y1 
for y1≠ 0 (x1,y1) + (x1, y1) =   
λ = (3x12 + a)/ (2y1) 
x3 = λ2 – x1 – x2 
y3 = λ(x1 – x3) – y1 
(x1,y1) + (x1, -y1) = ∞    
 
(x1,y1) + ∞ = (x1,y1)     
 

No b here!! 



Invalid curve attack in JWE ECDH-ES


  





JWE ECDH-ES 










Client


static v




Server
HTTP POST


 HTTP GET  



B = v . G (mod p)


HTTP/1.1 400 BAD REQUEST 

Use a low order (e.g. 2447)point M on 
an invalid curve 
A = 1 . M  


A = 2 . M  

 
A = 3 . M  

 


v . A = v . (u . M) = (uv) . G


 


{Protected Header}
.{Encrypted Key}.{Ciphertext}…

…  

 


★




JWE ECDH-ES 










Client


static v




Server
HTTP POST


 HTTP GET  



B = v . G (mod p)


Use a low order (e.g. 2447) point M on 
an invalid curve 
A = 1 . M  


A = 2 . M  

 
A = 3 . M  

 


{Protected Header}
 .{Encrypted Key}.{Ciphertext}…


…  

 


A = x . M  

 


v . A = v . (x . M) = (xv) . M


 


…  

 


HTTP/1.1 200 OK 
v ≡ x (mod 2447)  


 


★




Invalid curve attack in JWE ECDH-ES


  



Finally we can repeat the 
same steps for different 
invalid curves and combine 
the result using the Chinese 
Remainder Theorem 

(CRT) for the win!!




It’s demo time




Affected libraries


{  node-jose (from Cisco Systems)


{  jose2go


{  jose4j, Nimbus JOSE+JWT, Apache CFX *


{  go-jose (this is the original library found 
vulnerable by Quan Nguyen from Google) 





* Affected was the default Java SUN JCA provider that comes with Java prior 
to version 1.8.0_51. 







Fixes


{ For libraries: validate the received public key 
(being sure they are on the curve)


{ For the specification: Elliptic Curve are kind 
theory is kind of tough, DO HELP practitioners to 
do the right thing!! 







Small subgroup attacks on EC


  



https://www.rfc-editor.org/rfc/rfc8037.txt
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Questions?



