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OAuth Spec

e Defined protocol
e Undefined:

o (e.g. Developer registration, Approval Page etc)



Protocol Challenges

e Already discussed a lot. Not the focus of this talk. e.qg.
o Dynamic registration
o Safe code/token delivery on devices
o App Auth
o Session management
o Token binding

o Token revocation



Challenges with “Undefined”

e Developer registration,

e Approval Page

e Notification

e Usage

e User controls, Revocation

e Admin Controls



OAuth Life cycle

Register Grant Usage Revoke

(!




OAuth Challenges @ Google

e Several hundred scopes, APls
e Different types of data
e Users with varied understanding of security
e Enterprises on Google
o Users could grant access to malicious apps

o Enterprise should be able to limit OAuth grants



The OAuth Phishing attack (What happened?)

Joe Bernstein has shared a document on Google Docs with you Inbox

joe.bernstein@buzzfeed.com
d to hhhhhhhhhhhhhh., bec: zeynep (=

Joe Bernstein has invited you to view the following document:

Developer info

Email: eugene.pupov@gmail.com

Choosing an account will redirect
you to: https://googledocs.gdocs.pro

Google




Developer Registration

Google



What is required for developer registration?

e Different info for different platforms (Web, Android, iOS, Windows)
e Developer Information
o Domain ownership & verification (introduces friction)
e App Information (Logo, Name etc.)
o What can be verified?
e Scopes
o Part of the request or at registration
e Justification for the data?
e Privacy policy/ToS



Future

e More verification
e Justification required for sensitive data
e Manual review required
o If exceeding certain threshold of users

e Learnings from Manual reviews



Consent Page/Grant

Google



Approval page

e What metrics should you optimize?
o Approval rate?

e Amount of info/data/txt on the page
o Most users don't read

e Controls on the page?

e Do users understand?

e Design -> Study -> Launch -> Data -> Repeat



[ My Account

C | v  https://www.google.com/accounts/OAuthAuthorizeToken?oauth_token=4/c2mi| » | O~ S~

e R

tom.brown@example.com | Google Home | Help | My Account | Sign Out

GO Ogle Access Request

Accounts

The Photo Editor application on your computer is requesting access to your Google Account for the
product(s) listed below.

f:_! Picasa Web Albums - http://picasaweb. google.com

If vou grant access, you can revoke access at any time under "My Account’. The Photo Editor application will
not have access to your password or any other personal information from your Google Account. Learn more

& The application that directed you here claims to be "Photo Editor”. We are unable to verify this claim as the
application runs on your computer, as opposed to a website. We recommend you deny access unless you trust

the application.

[ Grant access J [ Deny access J




Gokgle user@gmail.com «
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- Example App would like to:

; View your basic profile info D)
; View your email address C}

By clicking Allow, you allow this app and Google to use your information in
accordance with their respective terms of service and privacy policies. You
can change this and other Account Permissions at any time.

DenY m
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(“ ™ Frederico Tester
p fi.team.tester1@gmail.com

Guardian would like to:

Know your basic profile
info and list of people in
your circles.

Allow Google to let the
people in these circles
know that you have signed
in to this app with Google:

Only you

By touching Sign in, you allow this app and
Google to use your information in accordance
with their respective terms of service and
privacy policies.

CANCEL SIGN IN

Google




No approval page for “Sign-in”
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theguardian

Choose account for
Guardian

Sebastian Amorim
sebatest@testsebax.cl

m SehartignAmenm,

Janelle Murrells
‘B Sign in &- Register janellemurrells@gmail.com

f rreenock Addaceount

Sign in and personalise the
guardian app

Kevin Kwok
following ® guardian members
VR R
LN -

SE et S

Suppott the Guardian

Back our coverage of critical, under-reported
stories from around the world

Become a member for just $4.99/m ->

your recently read
You have no reading history. Get up to speed with the
Guardian headlines

comments

You have no comments yet



Google

Hi Naveen
% nvnagr@gmail.com

pinterest.com wants to

; Know your age range and language @

Allow pinterest.com to do this?

You may review this app's terms of service and privacy policies. You
can remove this or any other app connected to your account in My

Account
CANCEL ALLOW

English (United States) + Help Privacy Terms




Grant confusion

It says Google, so it’s ® Google

Safe. All Fi H
Ow access Verified? Great, it
Mailtastic wants to: @ Won’t Spam me.

www.mailtastic.com

Manage? Oh, | see, delete. —————@ ™ enageyourGmai O e Why does it want all

(View, create & delete)

You have 50,927 emails these thingS?
Files on my device? ——e & viewyourorivefies ®

App, like app on my
By clicking Trust, you allow this app and Google to use your
information in accordance with their respective terms of p h o n e ’?

service and privacy policies. You can change this and other

Account Permissions at any time.
TRUST

Will it still work if | ® Deny
say no?

You're sharing sensitive data. Make sure you trust this app and its publisher.




Future

e Give user more guidance
o Based on various signals
e Differentiated consent page
o Account chip for just “sign-in”
o Risk based e.g. Danger, warning, normal

e Quota/Limits



User Notification

Google



Notify user

e Mitigation for hijacked user

e Sensitive data approval reminder



Usage of token

Google



Token Usage

e What does the app actually do?
e Isthe developer compromised?

e Monitor for abnormal behavior



Revocation

Google



Token revocation

e Remove inactive apps
e Discovery of token revocation page
e Give moreinfo
o App activity
e Highlight risky apps

e Guide the user with decision



Admin Controls

Google



Give G Suite admins more controls

8 i ety *

e Recent Launch :

) & hitoe)rademingooghe.com

Gcogle Admin Q4 Search for users, groups, and seltings (e.g. add user)

Security

~ G Suite API Permissions

AP access 0 Disable )
) Disabie @
(O Disabis
) Dizable

Display message when users try 19 access apps with disabled permissions

ACEe4s 10 your account data i restrietid by policies within yous o¢ganizalien. Please conlaet
SIS ol Mont infocmation.



https://www.blog.google/products/g-suite/manage-access-third-party-apps-new-g-suite-security-controls/
https://www.blog.google/products/g-suite/manage-access-third-party-apps-new-g-suite-security-controls/

Summary

e OAuth Abuse has arrived

e Verify info about the app and developer

e (Guide user through the consent process

e Notify user

e Monitor activity

e Enforce Limits/Quotas

e Give users information and controls on revocation

e Build admin controls



Questions?

naa@google.com

https://plus.google.com/+NaveenAgarwal
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